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ABSTRACT Network Intrusion Detection Systems (NIDS) are widely used to secure modern networks,
but deploying accurate and scalable Machine Learning (ML)-based detection in high-speed environments
remains challenging. Traditional approaches often fail to generalize across different network environments,
leading to significant performance degradation in cross-dataset evaluations. Additionally, ensuring near
real-time inference while ingesting large volumes of network events requires efficient processing pipelines.
In this work, we propose a distributed ensemble-based NIDS designed to improve both accuracy and
scalability in large-scale network environments. Our approach leverages a Big Data framework to
decouple event ingestion from inference, ensuring high-speed processing without sacrificing detection
performance. We implement our system using Apache Spark and Apache Kafka, enabling real-time
event ingestion, efficient model inference, and periodic model updates through distributed storage. The
ensemble classification scheme enhances generalization capabilities by combining multiple classifiers,
reducing accuracy loss in cross-dataset scenarios. Experimental evaluations conducted on three benchmark
datasets—UNSW-NB15, CS-CIC-IDS, and BoT-IoT—demonstrate that our proposed approach consistently
outperforms traditional techniques. Our model achieves an F-Measure improvement of up to 0.46 in
cross-dataset evaluations, addressing the generalization limitations of individual classifiers. Additionally,
it achieves near real-time inference throughput comparable to traditional classifiers, processing up to 1.07M
events per second with three workers, while our distributed training pipeline scales efficiently, reducing
model training time by up to 62% in the same setup.

INDEX TERMS Network intrusion detection, machine learning, big data, generalization.

I. INTRODUCTION

Over the past few years, network attacks have steadily risen.
For example, a security report indicated that 2024 witnessed
the most significant attack ever reported, with a Distributed
Denial-of-Service (DDoS) exceeding 5.6 Terabits per sec-
ond [1]. Notably, hyper-volumetric attacks surpassing one
billion packets per second increased by 18x in 2024 alone.
In response to the escalating volume of attacks, network
operators typically rely on Network Intrusion Detection
Systems (NIDSs), implemented using either misuse-based or
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behavior-based approaches [2]. On the one hand, misuse-
based strategies rely on a database of well-known malicious
signatures, signaling misconduct based on previously iden-
tified attack patterns. As a result, they often fall short of
detecting novel or subtle variations of known attacks [3].
On the other hand, behavior-based strategies detect malicious
activities by analyzing event behavior and identifying attacks
based on deviations from an established normal baseline.
Therefore, they have the potential to detect new attacks,
provided these attacks exhibit behavioral patterns similar to
those previously modeled [4].

In general, behavior-based NIDSs is implemented using
pattern recognition strategies, often leveraging Machine
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Learning (ML) techniques [5]. To this end, a behavioral
ML model is trained on a dataset containing millions of
network samples, encompassing both normal and malicious
activities [6]. The accuracy of the resulting model is then eval-
uated using a testing dataset, and its measured performance
is expected to be confirmed when the system is deployed
in production. Consequently, current literature assumes that
the behavior in the production environment closely mirrors
that observed during the testing phase [7]. However, network
traffic behavior is highly variable, as evidenced by the
introduction of new services or the emergence of new attacks.
This situation often results in highly accurate ML-based
NIDSs that struggle to maintain sufficient accuracy when
deployed in environments different from those encountered
during the training phase [8].

The design of a generalization-capable ML-based NIDS
for high-speed networks, specifically targeting current hyper-
volumetric attacks, is often overlooked in the literature [9].
Current approaches typically address the detection of a
broader range of attack and normal samples by increasing
the complexity of the underlying classifier, often by using
Deep Neural Networks (DNNs) [10]. As a result, while these
systems have the potential to improve generalization, they
are often impractical for high-speed networks due to the
high computational costs associated with the inference phase.
In high-speed networks, the inference task must be performed
at scale with minimal computational costs; in contrast, current
approaches often require substantial memory footprints and
impose impractical computational demands [11].

Achieving a generalizable ML-based NIDS for high-speed
networks necessitates its implementation as a distributed
system capable of operating at scale [12]. This process
involves several challenges that must be addressed to ensure
the effective deployment of an ML-based NIDS in high-
speed networks. First, storing and provisioning ML models
for inference requires efficient versioning mechanisms and
low-latency access to accommodate frequent updates and
model retraining [13]. Without an optimized storage
and retrieval strategy, the system may experience significant
delays in threat detection. Second, designing a distributed
event ingestion mechanism for near real-time processing
demands high-throughput data pipelines capable of handling
massive volumes of network traffic while minimizing pro-
cessing overhead [14]. This ensures that network anomalies
and potential threats are detected with minimal latency.
Finally, enabling architectural scalability typically requires
the system design as a microservice-based implementation,
allowing the system to distribute workloads dynamically
across multiple nodes [15]. This approach enhances fault
tolerance, facilitates load balancing, and ensures that the
system can adapt to fluctuations in network traffic without
compromising detection accuracy or performance.

Unfortunately, existing literature on ML-based NIDSs
often overlooks the challenge of generalization, assuming
that models trained on specific datasets will perform
reliably across diverse network environments [16]. When
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generalization is considered, studies typically focus on
improving model robustness through more complex archi-
tectures, such as DNN, while neglecting the feasibility of
deploying these models at scale [17]. Conversely, approaches
that address scalability often target a single aspect of
the system, such as optimizing inference efficiency, while
disregarding the broader integration challenges. In particular,
many scalable implementations fail to account for essential
components such as model storage, real-time inference,
and distributed event ingestion, treating them as isolated
tasks rather than interconnected systems. As a result,
current solutions lack the necessary infrastructure to operate
efficiently in high-speed network environments for NIDS.

A. CONTRIBUTION

In light of this, this paper proposes a novel scalable
Big Data architecture for cross-dataset capable ML-based
NIDS, implemented in two key stages. First, we design the
classification task as an ensemble of shallow classifiers,
leveraging a majority voting mechanism. Our approach
selects the most effective classifiers based on cross-dataset
performance, ensuring improved generalization while main-
taining lower computational costs. Second, we implement
the system as a distributed microservice-based architec-
ture atop a Big Data platform. The proposed architecture
integrates model storage and serving, distributed event
ingestion, and scalable inference to handle high-speed
network traffic efficiently. As a result, our system enhances
classification generalization and ensures scalability, making
it suitable for real-world deployment in high-throughput
environments.

In summary, the main contributions of this paper are:

« We comprehensively evaluate the generalization capa-
bilities of widely used ML-based NIDSs in the literature.
Our experiments demonstrate that existing approaches
fail to effectively generalize learned behaviors from the
training environment to a different dataset, resulting in a
significant decline in accuracy;

« A new generalization-capable architecture implemented
atop a Big Data platform. Our proposed model enhances
cross-dataset generalization, increasing the F-Measure
by up to 0.46. Additionally, it achieves near real-time
inference throughput comparable to traditional classi-
fiers, processing up to 1.07M events per second with
three workers, while our distributed training pipeline
scales efficiently, reducing model training time by up to
62% in the same setup;

B. ROADMAP

The remainder of this paper is organized as follows.
Section II further describes the operation of ML-based
NIDSs and Big Data platforms. Section III overviews the
current literature. Section IV describes our proposed model,
Section V introduces its implementation, and Section VI
evaluates its performance. Finally, Section VII concludes our
work.
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Il. PRELIMINARIES

This section further overviews the typical implementation of
ML-based NIDSs. In addition, we present the operation of
current Big Data architectures in terms of their scalability.

A. MACHINE LEARNING FOR NIDS

A typical ML-based NIDSs is implemented in four stages,
comprising Data Acquisition, Feature Extraction, Classi-
fication, and Alert [18]. In the Data Acquisition stage,
raw network traffic is continuously captured from various
sources, such as packet sniffers from a Network Interface
Card (NIC) or network flow collectors. The Feature Extrac-
tion stage processes this raw data to derive meaningful
characteristics that represent network behavior, typically
using statistical or time-series representations [19]. Table 1
shows the set of features that can be extracted from the
network traffic. The Classification stage applies an ML
model to categorize network activity as either benign or
malicious based on extracted features, leveraging techniques
ranging from shallow classifiers to deep learning models.
Finally, the Alert stage generates notifications or triggers
automated responses when malicious activity is detected,
enabling real-time mitigation and threat response within the
network.

Typically, the classification stage in ML-based NIDSs
relies on a model built using a three-phase process: training,
validation, and testing [20]. In the training phase, the
model learns patterns from a labeled dataset by adjusting
its parameters to distinguish between normal and malicious
network activity. The validation phase is then used to
fine-tune the model by evaluating its performance on a
separate dataset, helping to optimize hyperparameters and
prevent overfitting. Finally, in the testing phase, the model’s
generalization capabilities are assessed using an unseen
dataset, estimating how well it will perform in real-world
scenarios.

This traditional approach presents a significant challenge
for the application of NIDS, as network behavior is highly
dynamic, changing due to new services or the emergence of
novel attack patterns [21]. As a result, proposed solutions
must be capable of generalizing the behavioral characteristics
learned during training to different operational environments.
To address this issue, some authors have explored cross-
dataset training, where models are trained and evaluated
using multiple datasets to enhance their adaptability to
diverse network conditions [16]. However, the predominant
strategy in such approaches relies on deep learning classi-
fiers, which, while effective in capturing complex patterns,
impose substantial memory requirements and computational
costs [22]. This constraint makes their deployment in
high-speed networks particularly challenging, as real-time
inference must be conducted at scale with minimal resource
consumption.

B. BIG DATA PROCESSING
Big Data is commonly characterized by three fundamental
properties, known as the three Vs: Volume, Velocity, and
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Variety [23]. Volume refers to the vast amount of data gener-
ated continuously, requiring scalable storage and processing
solutions. Velocity represents the high speed at which data
is produced and must be processed in real-time or near
real-time to extract timely insights. Variety encompasses
the diverse formats and structures of data, ranging from
structured logs to unstructured network packets. As an
example, in the context of NIDS, these characteristics
are particularly relevant [24]. Network traffic monitoring
generates massive Volume as data flows through high-
speed networks, requiring efficient storage and processing
architectures. The Velocity aspect is critical since intrusion
detection must be performed in near real-time to promptly
identify and mitigate potential threats. Lastly, the Variety of
network data, including raw packets, flow-based records, and
protocol-specific logs, demands adaptable feature extraction
and classification techniques to ensure accurate detection
across different network environments.

These characteristics necessitate the development of new
architectures capable of effectively managing the complexi-
ties of Big Data characteristics in NIDS domain [25]. Tradi-
tional architectures often struggle to scale efficiently, making
it imperative to design solutions that can accommodate the
ever-growing volume, velocity, and variety of network traffic
data. One key challenge lies in storage, as the vast amount of
data generated by high-speed networks demands distributed
and scalable storage systems that balance efficiency and
retrieval speed. Event ingestion poses another challenge,
as network data must be collected, processed, and forwarded
in near real-time to ensure timely threat detection while
minimizing bottlenecks. Finally, processing is a critical
hurdle, as ML-based NIDS require adequate computational
resources to analyze massive datasets and execute inference
at scale. Addressing these challenges requires architectures
that integrate distributed computing, efficient data pipelines,
and optimized ML models to ensure both scalability and
real-time performance.

Traditional storage solutions often rely on the Hadoop
Distributed File System (HDFS), a scalable and fault-tolerant
storage system designed to handle large volumes of data effi-
ciently [26]. HDFS follows a main-secondary architecture,
where a central NameNode manages metadata and directory
structures, while multiple DataNodes store the actual data
blocks across a distributed cluster. To ensure fault tolerance,
it replicates data across multiple nodes, typically using a
default replication factor of three. This design allows for high
availability and resilience against hardware failures.

For data processing, designed architectures usually resort
to Apache Spark, a widely used framework for fast and
scalable solutions for handling large-scale datasets [27].
Unlike traditional batch-processing frameworks, Spark pro-
vides in-memory computation, enabling significantly faster
data processing for ML, stream processing, and iterative
workloads. Similarly, its architecture follows a master-
worker model, where a central Driver program manages the
execution and distributes tasks across multiple Worker nodes.
Each worker runs one or more Executors, responsible for
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TABLE 1. Feature descriptions for network flow analysis. Features are extracted from each client-server communication comprising a 60-second interval.

CLIENT_TCP_FLAGS
SERVER_TCP_FLAGS
DURATION_IN

DURATION_OUT
LONGEST_FLOW_PKT
SHORTEST_FLOW_PKT
MIN_IP_PKT_LEN
MAX_IP_PKT_LEN
SRC_TO_DST_SECOND_BYTES
DST_TO_SRC_SECOND_BYTES
RETRANSMITTED_IN_BYTES
RETRANSMITTED_IN_PKTS
RETRANSMITTED_OUT_BYTES
RETRANSMITTED_OUT_PKTS
SRC_TO_DST_AVG_THROUGHPUT
DST_TO_SRC_AVG_THROUGHPUT
NUM_PKTS_UP_TO_128_BYTES
NUM_PKTS_128_TO_256_BYTES
NUM_PKTS_256_TO_512_BYTES
NUM_PKTS_512_TO_1024_BYTES
NUM_PKTS_1024_TO_1514_BYTES
TCP_WIN_MAX_IN
TCP_WIN_MAX_OUT
ICMP_TYPE

ICMP_IPV4_TYPE
DNS_QUERY_ID
DNS_QUERY_TYPE
FTP_COMMAND_RET_CODE
SRC_TO_DST_IAT_MIN
SRC_TO_DST_IAT_MAX
SRC_TO_DST_IAT_AVG
SRC_TO_DST_IAT_STDDEV
DST_TO_SRC_IAT_MIN
DST_TO_SRC_IAT_MAX
DST_TO_SRC_IAT_AVG
DST_TO_SRC_IAT_STDDEV

ICMP type

Feature Description

PROTOCOL IP protocol identifier

L7_PROTO Layer 7 protocol identifier (numeric)
IN_BYTES Total number of incoming bytes
OUT_BYTES Total number of outgoing bytes
IN_PKTS Total number of incoming packets
OUT_PKTS Total number of outgoing packets
FLOW_DURATION_MILLISECONDS | Total duration of the flow in milliseconds
TCP_FLAGS Cumulative value of all TCP flags

Cumulative value of TCP flags set by the client

Cumulative value of TCP flags set by the server

Duration of the client-to-server stream (ms)

Duration of the server-to-client stream (ms)

Size of the largest packet in the flow (bytes)

Size of the smallest packet in the flow (bytes)

Length of the smallest IP packet in the flow

Length of the largest IP packet in the flow

Data transfer rate from source to destination (bytes/sec)

Data transfer rate from destination to source (bytes/sec)

Total retransmitted bytes from source to destination

Total retransmitted packets from source to destination

Total retransmitted bytes from destination to source

Total retransmitted packets from destination to source
Average throughput from source to destination (bps)

Average throughput from destination to source (bps)

Number of packets with an IP size of at most 128 bytes
Number of packets with an IP size between 129 and 256 bytes
Number of packets with an IP size between 257 and 512 bytes
Number of packets with an IP size between 513 and 1024 bytes
Number of packets with an IP size between 1025 and 1514 bytes
Maximum TCP window size from source to destination
Maximum TCP window size from destination to source
ICMP type and code (ICMP type * 256 + ICMP code)

Unique identifier for the DNS query transaction

DNS query type (e.g., | = A, 2=NS, etc.)

Return code of the FTP client command

Minimum inter-packet arrival time from source to destination (ms)
Maximum inter-packet arrival time from source to destination (ms)
Average inter-packet arrival time from source to destination (ms)
Standard deviation of inter-packet arrival time from source to destination
Minimum inter-packet arrival time from destination to source (ms)
Maximum inter-packet arrival time from destination to source (ms)
Average inter-packet arrival time from destination to source (ms)
Standard deviation of inter-packet arrival time from destination to source

executing tasks in parallel and storing intermediate data in
memory when possible. Spark employs a Directed Acyclic
Graph (DAG) scheduler to optimize task execution and
minimize data shuffling. Additionally, it supports multiple
programming interfaces, including Spark SQL for structured
data, MLIib for machine learning, and Spark Streaming for
real-time processing, making it a versatile choice for Big Data
applications such as NIDS.

In this setting, Apache Kafka is a widely adopted event
ingestion mechanism for Big Data environments, designed
to handle high-throughput, low-latency data streams in a
distributed and fault-tolerant manner [28]. Kafka follows
a publish-subscribe architecture where data producers send
events to fopics, which subscribers then consume. Each topic
is divided into multiple partitions, enabling parallel process-
ing and scalability. Kafka brokers manage message storage
and distribution, ensuring durability by persisting data to
disk and replicating it across multiple nodes. A Zookeeper
service coordinates broker metadata, manages leader election
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for partitions, and maintains cluster state. Consumers can
process events in real-time or batch mode, making Kafka an
essential component for streaming analytics, log aggregation,
and intrusion detection systems. In the context of NIDS,
Kafka efficiently ingests network events at scale, ensuring
reliable and sequential data processing for real-time threat
analysis.

As a result, the integration of HDFS, Apache Spark, and
Apache Kafka have the potential to enable the development
of a Big Data processing architecture for NIDS, leveraging
distributed storage, real-time event ingestion, and scalable
processing [23]. In this setup, Kafka ingests high-volume
network traffic data, distributing it across partitions for
efficient consumption. Spark processes this data in real-time
or batch mode, applying ML models to detect intrusions while
leveraging HDFS as a persistent storage layer for historical
data and model training. However, this integration poses sev-
eral challenges, including ensuring low-latency processing
while handling massive data streams, efficiently managing

VOLUME 13, 2025

290

291

292

293

295

296

297

299

300

301

302



303

304

305

306

307

308

309

310

311

312

313

314

315

316

317

318

319

320

321

323

324

325

326

327

328

329

330

331

332

333

334

335

336

337

338

339

340

341

342

343

344

345

346

347

348

349

350

351

352

353

354

355

356

357

V. M. de Oliveira et al.: Big Data Framework for Scalable and Cross-Dataset Capable ML

IEEE Access

resource allocation across Spark and Kafka clusters, and
maintaining data consistency between real-time analysis
and stored historical datasets. Additionally, achieving fault
tolerance and scalability requires careful coordination of data
replication, load balancing, and system monitoring to prevent
bottlenecks in high-speed network environments.

Ill. RELATED WORKS

Over the past years, several works have proposed highly
accurate ML-based NIDSs. In general, proposed schemes
aim for higher detection accuracies while overlooking the
generalization and processing costs of their scheme. As an
example, Ye et al. [29] proposes an ensemble of ML
classifiers built through a feature selection strategy. Their
proposed model increases accuracy on a single dataset
while neglecting the resulting generalization capabilities and
processing costs. Similarly, Hazman et al. [30] proposes a
AdaBoost framework built through a feature selection strat-
egy. Their scheme can improve accuracy while also reducing
inference computational costs, however, the impact on model
generalization is not addressed. Mohy-Eddine et al. [31]
makes use of an ensemble of classifiers built through a
feature reduction strategy. Their proposed approach improves
accuracy on a single dataset while disregarding the challenges
associated with model generalization. Khan et al. [32] build
an ensemble of classifiers through an AutoML strategy.
The proposed model improves accuracy when compared
to traditional approaches but neglect processing and gen-
eralization costs. Alsaffar et al. [33] combine a wrapper
and filter feature selection strategy to build an ensemble of
stacked classifiers. Their approach improves classification
performance but neglects inference computational costs and
model generalization capabilities.

Model generalization in NIDS is rarely considered in the
literature, where authors usually assume that the accuracy
measured on the testing dataset will reflect in real-world set-
tings [4]. Cantone et al. [16] assessed the accuracy of widely
used ML classifiers for NIDS in a cross-dataset setting.
Their evaluation showed that current schemes significantly
degrade their accuracy when evaluated in a different dataset
than that used during training phase. To address this issue,
Wang et al. [34] combines the datasets in a cross-dataset
sampling strategy for DNN training task. Their approach
improves accuracy when a cross-dataset setting is considered,
however, the processing costs associated with the DNN is
neglected. Wali et al. [35] attempt to address generalization
by extracting a multimodal dataset integrating flow, payload
and contextual features. Their extracted features improve
accuracy in a cross-dataset validation, however, it overlooks
the computational costs associated with the feature extraction
costs. Fan et al. [36] attempt to address generalization by
relying on a cross-validation approach in a single dataset.
Their scheme improves accuracy with parameter tuning
but neglects the cross-dataset setting. Niknami et al. [37]
relies on a Few-Shot Learning strategy through DNN to
improve detection accuracy. Their model, when assessed in
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TABLE 2. A summary of related work and the characteristics of their NIDS
implementations.

Work

Z.Ye et al. [29]

C. Hazman et al. [30]
M. Mohy-Eddine et al. [31]
M. Ali Khan et al. [32]
A. M. Alsaffar et al. [33]
M. Cantone et al. [16]
M. Wang et al. [34]

S. Wali et al. [35]

Z. Fan et al. [36]

N. Niknami et al. [37]
G. Duan et al. [38]

A. Abid et al. [39]

F. Jemili er al. [40]

B. L. Pandey et al. [41]
F. Ullah et al. [17]

A. Kourid et al. [42]
Ours

ECNACNANAX X X X X X X X X X x| BigData Architecture

X X X AX X X X X X X XA X X x| Model Update

X X A X X X X X X X X X X X x x| Event Ingestion

AUX X X X X KNS NN A X X X X x| Model Generalization

AN NANANAX X X X X X X X X X x| High-speed Network

Jaax asaas A A A« 4 Improve Accuracy

a cross-dataset setting improves accuracy when compared to
traditional approaches, however, their scheme is not designed
to achieve such a goal. Duan et al. [38] aim to increase
model generalization by assessing massive datasets in a cross-
dataset setting. Their approach based on DNN improves
accuracy but neglects the inference computational costs.

Addressing the high-speed network traffic for ML-
based NIDS is also not easily achieved in the literature.
Abid et al. [39] leverages Cloud Computing and Big Data
to conduct data fusion for intrusion detection at high-
speed networks. Their approach improves accuracy but
overlooks model generalization. Jemili et al. [40] proposes
a ensemble of ML classifiers in a Big Data environment.
Their approach improves accuracy and address high-speed
networks, however they overlook how model generalization
can be addressed. Pandey et al. [41] implements an intru-
sion detection scheme in a Big Data setting with feature
selection and data augmentation. Their approach improves
accuracy but neglects the computational costs and model
generalization aspects. Ullah et al. [17] implements a Big
Data oriented architecture for NIDS with Apache Spark
and DNN. The proposed architecture provides significantly
high detection accuracies but overlooks model generalization.
Kourid et al. [42] implement their NIDS on top of Apache
Spark to address the high variability of network traffic
behavior. Their approach provides low error rates but also
neglects model generalization aspects.

A. DISCUSSION

Table 2 overviews the current literature on ML-based NIDS
for high-speed networks. The current literature predomi-
nantly focuses on improving classification accuracy, often
employing complex DNN models to enhance detection

129423

358

359

360

361

362

363

364

365

366

367

368

369

370

371

372

373

374

375

376

377

378

379

380

381

382

383

384

385

386

387

388

389



390

391

392

393

394

395

396

397

398

399

400

401

402

403

404

405

406

407

408

409

410

411

412

413

414

415

416

417

418

419

420

421

422

423

424

426

427

428

429

430

431

432

433

434

435

IEEE Access

V. M. de Oliveira et al.: Big Data Framework for Scalable and Cross-Dataset Capable ML

Inference Pipeline

Distributed Storage Model Update Pipeline

\
| I
Training Dataset i | ‘ ML Training &
" | ! Update
#¥: ML Model BRIV
] \

FIGURE 1. Overview of our proposed architecture for enabling ML-based NIDS in high-speed networks. Event Ingestion Pipeline
receives at near real-time events from multiple data sources for inference. Inference Pipeline conducts the inference task at scale with
multiple endpoints. Distributed Storage stores the training dataset and the ML model in a distributed manner. The Model Update
Pipeline conducts the ML model training and periodic updates when requested.

performance. However, a significant limitation of these
approaches is their inability to generalize effectively across
different network environments. Many models are trained and
tested within a single dataset, leading to high accuracy within
controlled conditions but poor performance when deployed
in real-world settings with different network behaviors.
While some studies attempt to address model generalization
by incorporating cross-dataset evaluation, these approaches
typically introduce additional computational complexity,
making them impractical for deployment in high-speed
networks. The reliance on resource-intensive models further
increase this issue, as real-time intrusion detection demands
efficient processing capabilities to handle large-scale traffic
without introducing latency.

Furthermore, existing solutions often neglect key aspects
of scalable implementation, particularly the integration of Big
Data architectures, event ingestion mechanisms, and efficient
model updates. High-speed networks generate vast amounts
of traffic that require real-time analysis, yet most studies
do not incorporate distributed event ingestion frameworks
such as Apache Kafka, limiting their ability to process
large-scale data streams effectively. Similarly, the lack of
Big Data infrastructure, such as Apache Spark and HDFS,
hinders scalability and long-term storage for model retraining
and adaptation. As a result, even when model updates are
considered, they are typically performed offline, requiring
significant manual intervention. This fragmented approach
prevents existing ML-based NIDSs from achieving both high
accuracy and efficient real-time deployment, highlighting the
need for a more comprehensive architecture that integrates
scalability, low-latency processing, and automated model
adaptation.

IV. A BIG DATA ARCHITECTURE FOR CROSS-DATASET
CAPABLE ML-BASED NIDS

Our proposed architecture is implemented as a Big Data pro-
cessing framework to address the aforementioned challenges
of near real-time ML-based NIDS in high-speed networks.
In practice, it aims to address three key challenges associated
with high-speed networks:

« Model Generalization We design an ensemble of shal-
low classifiers optimized for cross-dataset performance.
Instead of relying on a single model that may overfit a
specific dataset, we construct an ensemble that selects
the best-performing classifiers across different datasets.
This enhances the system’s ability to detect novel
threats while maintaining computational efficiency,
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ensuring high detection accuracy across varying network
environments;

o Near Real-time Inference at Scale Our architec-
ture enables the processing of high-speed network
traffic with minimal latency while maintaining high
throughput. By distributing the workload across multiple
computing nodes, we ensure efficient inference that is
capable of handling hyper-volumetric attacks in near
real-time;

o Distributed Model Training and Update We incor-
porate a scalable model storage and provisioning
mechanism that enables continuous retraining with
updated network traffic. This ensures the system adapts
to evolving attack patterns without requiring manual
intervention, improving long-term reliability and main-
taining detection accuracy over time;

Figure 1 illustrates the implementation of our proposed
architecture. It includes the Event Ingestion Pipeline, Infer-
ence Pipeline, Distributed Storage, and Model Update
Pipeline. The Event Ingestion Pipeline leverages a message
broker to efficiently collect and process network events
from multiple data sources in near real-time. It is designed
for scalability and ensures that high-speed network traffic
is continuously ingested and made available for analysis
without delays. The Inference Pipeline is implemented
as a distributed service in a Big Data framework that
processes incoming events by applying an ensemble of
shallow classifiers through a majority voting procedure. This
ensemble is built by selecting classifiers that demonstrate
strong performance in a cross-dataset evaluation, ensuring
improved generalization across different network environ-
ments. By relying on multiple lightweight models instead
of a single complex counterpart, this approach maintains
computational efficiency, making it suitable for high-speed
networks while reducing the risk of model overfitting. The
Distributed Storage component is responsible for storing both
the training datasets and also different versions of the ML
models. Maintaining historical datasets and model snapshots
enables efficient retrieval and management of data for
continuous model training and evaluation. Finally, the Model
Update Pipeline fetches training datasets from the distributed
storage to periodically retrain the ML model. When a new
model version is available, it is released and deployed to the
inference pipeline, ensuring the system remains updated with
evolving network behaviors and emerging attack patterns.

The following subsections further describe our proposed
architecture, including the modules that implement it.
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A. CLASSIFICATION AND MODEL TRAINING

Achieving effective ML-based NIDS classification that
ensures generalization while operating in high-speed net-
works and near real-time presents significant challenges.
Network traffic is inherently dynamic, with new services and
attack patterns continuously emerging, requiring models that
can generalize across diverse environments. However, ensur-
ing this generalization often demands complex ML models,
which can be computationally expensive and unsuitable for
real-time processing in high-speed networks. Additionally,
integrating scalable event ingestion and distributed inference
mechanisms is crucial to handling large volumes of traffic
efficiently while maintaining low-latency detection.

Our proposed model addresses this challenge by leveraging
an ensemble of shallow classifiers, ensuring both efficiency
and generalization in high-speed networks. The ensemble
is constructed by selecting the best-performing models in a
cross-dataset manner, allowing it to adapt to varying network
behaviors while maintaining low computational costs. This
approach enhances detection accuracy across different envi-
ronments while enabling near real-time inference, making it
suitable for deployment in large-scale, high-speed network
scenarios.

Let x be a to-be-classified event feature vector comprising
N features, and £ an M-sized ensemble of & shallow
classifiers, where each classifier implements a function as
hy, — {0,1}, with m € {1,..., M}, hence, mapping the
feature space to a binary decision space, indicating whether
the input corresponds to an attack 1 or normal traffic O.
The final classification decision H(x) is obtained through
a majority voting scheme, formally defined through the
following equation:

M
M
HE@) =T (X () > = M

m=1

where I(-) is the indicator function that returns 1 if the
condition holds and O otherwise. The ensemble £ consists
of M shallow classifiers, each denoted as h,,(x), where
m € {1,2,...,M}, and each classifier produces a binary
output: &,,(x) = 1 if the instance is classified as an attack
and A, (x) = 0 otherwise. Therefore, the final ensemble £
classification decision is obtained through a majority voting
rule, where the instance is classified as an attack if more
than half of the classifiers predict it as such. As a result, our
classification scheme can be implemented in a lightweight
manner to address near real-time high-speed network traffic
classification.

To construct the ensemble £ and ensure generalization
capabilities, we first train multiple classifiers on multiple
datasets, ensuring diverse learning representations from dif-
ferent network environments. Each classifier is independently
trained and evaluated on various datasets to assess its
generalization performance. We then select the subset of
classifiers that achieve the highest accuracy in a cross-dataset
evaluation. This selection process ensures that the ensemble
is composed of models capable of detecting intrusions across
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different network conditions, improving overall detection
reliability while maintaining computational efficiency for
high-speed network environments.

Let D = {Di,...,Dy} be a set of training datasets
with N datasets, where each D,, contains labeled instances
for both normal and malicious network traffic. For each
dataset D,,, we train a set of classifiers {h,;(x), ..., hx(x)},
where each A, : RV — {0, 1} is a classifier that outputs
either 0 (normal) or 1 (malicious) for a given feature vector
x, and K represents the number of classifiers trained for
each dataset. After training, each classifier is evaluated on
the same dataset D, used for training. The classifier that
provides the best accuracy on the testing dataset of D, is
selected to form the ensemble. This process is repeated for
all datasets in D, and the ensemble £ is constructed by
selecting the best-performing classifier from each training
dataset, ensuring that the ensemble incorporates classifiers
that perform optimally for their respective datasets. The
resulting ensemble then classifies network events, improving
generalization and adaptability across different network
environments.

B. INFERENCE PIPELINE

Implementing inference in high-speed networks presents a
significant challenge because it requires not only performing
classification on incoming network traffic but also ingesting
events at high speed. In such environments, the volume and
velocity of network data make it essential to process and
classify events in near real-time without introducing delays.
This requirement of high-speed event ingestion and fast
inference poses difficulties, as the system must be capable of
handling large amounts of data continuously while applying
ML models for accurate and timely classification. Balancing
both tasks efficiently in high-speed networks demands
scalable architectures that can handle the throughput without
compromising inference performance.

We consider an architecture that ingests network events
for inference from multiple sources (Data Sources, Fig. 1).
The events are collected by a Message Broker, which is
implemented in a distributed manner to handle large volumes
of data in near real-time. The collected events are then
provided as input to the inference Endpoint, which applies
the ensemble of classifiers (see Section IV-A) in a distributed
manner to conduct this task at scale. Additionally, the
inference endpoint periodically queries a distributed storage
system for the latest ML model version, ensuring that the
most up-to-date model is always used for classification.

We decouple the inference and event ingestion processes
to ensure that each task can be scaled and optimized
independently, avoiding bottlenecks and enhancing system
efficiency. Separating the two tasks allows for more flexible
resource allocation, enabling the ingestion pipeline to focus
on handling incoming events at high speed without being
hindered by the computational demands of the inference
process. This design also facilitates load balancing and the
ability to scale either process based on the specific needs of
the network environment, ensuring smooth operation even
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under high traffic conditions. Additionally, we utilize a
Distributed Storage to store the ML model, which further
enhances the efficiency of our proposed inference pipeline
by allowing for fast and scalable retrieval of the latest model
version for inference.

C. MODEL UPDATE PIPELINE

We implement the model training pipeline in a distributed
manner to efficiently handle massive amounts of training
data. The training dataset, stored in a distributed storage
system, is fetched and processed in parallel across multiple
nodes to accelerate the training process. The model training
is conducted distributedly, utilizing the computational power
of the system to handle large-scale datasets. Additionally,
we can conduct periodic model updates to ensure that
the classifier adapts to evolving network behaviors and
new attack patterns. When a new model is trained, it is
released and stored in the distributed storage system, making
it available for querying by the inference endpoint and
ensuring that the most up-to-date version of the model is
always used for classification tasks. This approach enables
continuous improvement and scalability of the system
without compromising performance.

D. DISCUSSION

Our model offers several key insights that address the
challenges of traditional ML-based NIDSs in high-speed
networks. First, it enables model generalization by selecting
classifiers based on their performance across multiple
datasets, ensuring that the system can effectively handle
diverse network environments and adapt to new attack
patterns. Second, it supports near real-time inference at
scale, leveraging a distributed architecture to quickly process
and classify network events from multiple sources, even
in high-speed networks. This is achieved by decoupling
event ingestion from inference, allowing each task to be
handled independently at scale. Finally, our model incor-
porates distributed model training and updates, enabling
the continuous adaptation of the system by periodically
updating the model with the latest training data. This ensures
the system stays current with evolving network behavior,
allowing for sustained detection accuracy and robustness in
dynamic environments.

V. PROTOTYPE

We implemented a proposal prototype in a distributed
environment as illustrated in Figure 2. It considers the imple-
mentation of a distributed Big Data processing architecture
executing our proposed scheme (see Section IV). To achieve
this, the hardware and software components of the prototype
are designed to create a commonly available Big Data
processing architecture that ingests network events at scale
for inference purposes. Each architecture node is executed
through an Ubuntu v.24.04 equipped with an Intel i7 with 4
CPU cores and 16GB of memory. The infrastructure elements
are deployed as an isolated container through Docker v24.0.
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FIGURE 2. Prototype overview of our proposed model. Distributed
Storage is implemented through HDFS, Message Broker makes use of
Apache Kafka, and Inference Pipeline and Model Update Pipeline is
implemented through Apache Spark.

The Distributed Storage (Fig. 1) is implemented through
a HDFS cluster composed of three DataNodes and a
single NameNode. The deployed DataNodes stores the
Training Dataset when required for model training and
update purposes and the ML model that will be used for
model inference. We implement the Event Ingestion Pipeline
through an Apache Kafka message broker v.3.7.0. The events
used for model inference are published as a Kafka topic and
later read by the inference pipeline in near real-time.

The Inference Pipeline is executed on top of Apache Spark
v.3.5.4. The pipeline is executed as an Apache Spark job
with up to 3 Apache Workers simultaneously, continuously
ingesting events for inference through the Apache Kafka
broker (Topic Subscribe, Fig. 2) The ingested events are
used for inference by applying the previously trained
ML model implemented with the Apache Spark Machine
Learning Library (MLIib). To achieve such a goal, at the
job deployment phase, the model available at the Distributed
Storage module is read and used for model inference (Model
Read, Fig. 2).

The Model Update Pipeline is also implemented on top
of Apache Spark as a job with up to 3 workers. At model
updates, it reads a previously stored dataset from the HDFS
and builds a new ML model through Apache Spark MLIib
APIL. The resulting model is then stored back on HDFS
(Model Write, Fig. 2).

Our prototype enables the implementation of our scheme
in a fully distributed manner by leveraging a Big Data
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framework that ensures scalability, fault tolerance, and
efficient processing of network events. The architecture
integrates Apache Kafka for high-speed event ingestion,
Apache Spark for distributed inference and model updates,
and HDFS for scalable storage, creating a seamless pipeline
for handling large-scale network traffic. The prototype
ensures near real-time inference by distributing computa-
tion across multiple worker nodes, efficiently processing
high-throughput network events while maintaining high
availability. Furthermore, the distributed model training
and update mechanisms allow the system to periodically
refine the ML model without disrupting ongoing inference
tasks, ensuring adaptability to evolving network threats.
This architecture enables efficient parallel processing and
enhances the robustness and generalization capabilities of our
proposed scheme, making it suitable for real-world, high-
speed network environments.

VI. EVALUATION
Our conducted experiments aim to answer the following
Research Questions (RQs):

e RQ1: What are the generalization capabilities of
traditional ML-based NIDSs?

e RQ2: Does our proposed
improves generalization?

o RQ3: What are the scaling capabilities of our scheme?

classification scheme

The next subsections describe the performance of our
scheme, including the model-building aspects.

A. MODEL BUILDING

We assessed our proposed scheme on top of our previously
described prototype (see Section V). To achieve such a goal,
we evaluated four classifiers, namely Decision Tree (DT),
Gradient Boosting (GBT), Multilayer Perceptron (MLP), and
Random Forest (RF). The DT classifier utilizes the Gini
impurity criterion for node splitting. The GBT classifier is
configured with a learning rate of 0.1, employs the deviance
loss function, and consists of an ensemble of 10 decision
trees as its base learners. The MLP classifier is trained
for 100 iterations with a batch size of 128 and consists
of four hidden layers, each containing 128 neurons, using
the logistic sigmoid activation function. The RF classifier
is constructed with an ensemble of 10 decision trees as its
base learners, with predictions aggregated through majority
voting. The selected classifiers were implemented using
Apache Spark MLIib to enable efficient distributed training
and inference. By leveraging Apache Spark MLIib, we ensure
that these classifiers are efficiently trained and applied in
a distributed manner, enhancing scalability for high-speed
network environments.

We evaluated the performance of the selected algorithms
using three benchmark datasets: UNSW-NB15, CS-CIC-
IDS, and BoT-IoT. These datasets provide diverse network
traffic characteristics, enabling a comprehensive assessment
of our model’s generalization capabilities across different
environments as follows:
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o UNSW-NBI15 [43]. This dataset contains a mix of
normal and malicious network traffic generated using
a cyber range testbed. It includes a variety of modern
attack types, such as DoS, backdoors, and exploits;

o CS-CIC-IDS [44]. Developed by the Canadian Institute
for Cybersecurity, this dataset captures realistic attack
scenarios and normal traffic patterns. It features up-to-
date cyber threats, including botnets, brute force attacks,
and web-based intrusions;

o BoT-IoT [45]. Specifically designed to represent IoT-
based attacks, this dataset includes extensive IoT traffic
alongside various attack types, such as DDoS, data
exfiltration, and reconnaissance;

We utilized three datasets to enable a comprehensive
cross-validation evaluation of our approach. By leveraging
multiple datasets, we assess the generalization capabilities of
our model across different network environments and attack
scenarios. This cross-validation strategy ensures that our
ensemble selection process identifies classifiers that perform
consistently well in diverse settings, enhancing the robustness
and reliability of our scheme (see Section IV-A). Each dataset
is randomly divided without replacement into ftraining,
validation, and testing datasets, each composed of 40%, 30%,
and 30% of samples, respectively. The training dataset is used
for model training purposes. The validation dataset is used
for model fine-tuning. Finally, the festing dataset is used to
measure the resulting model accuracy. The reported accuracy
performance in the paper is measured on the festing dataset.
The behavior of the selected datasets is represented by their
flow-based features as shown in Table 1.

We evaluate the selected classifiers using the following
classification performance metrics:

o True Positive (TP): number of attack samples correctly
classified as an attack.

o True Negative (TN): number of normal samples correctly
classified as normal.

o False Positive (FP): number of normal samples incor-
rectly classified as an attack.

o False Negative (FN): number of attack samples incor-
rectly classified as normal.

Further, we measure the F-Measure according to the har-
monic mean of precision and recall values while considering
attack samples as positive and normal samples as negative,
as shown in Eq. 4.

o TP
Precision = —— )
TP + FP
TP
Recall = —— 3)
TP + FN
Precision - Recall
F-Measure =2 x @

Precision + Recall

B. THE GENERALIZATION CHALLENGE

Our first experiment aims at answering RQ1 and investi-
gates the generalization capabilities of traditional ML-based
NIDSs. To achieve such a goal, we evaluate the classification
performance of the selected classifiers on multiple datasets
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TABLE 3. Classification performance of the selected classifiers in a
cross-dataset setting as measured by the obtained F-Measure on the
testing dataset.

Trainine E Cl Testing Environment
ramng £nv. 55 TUNSW-NBI5 | CS-CICAIDS | BoT-loT
DT 0.97 0.02 0.68
GBT 0.96 0.04 0.65
UNSW-NBIS -y p 0.92 0.66 0.10
RF 0.96 0.10 0.16
DT 032 0.98 0.08
GBT 0.03 0.97 0.65
CS-CIC-IDS | i p 0.03 0.92 0.06
RF 0.02 0.97 0.08
DT 0.07 0.3 1.00
GBT 0.03 0.30 1.00
BoT-loT | yprp 0.08 021 0.99
RF 0.25 0.54 1.00
Ours 0.77 0.56 1.00

(see Section VI-A). Specifically, we assess whether the
accuracy of the selected techniques can be maintained when
applied to a different dataset in a cross-dataset evaluation
setting. For example, we build a classifier using the UNSW-
NB15 dataset and evaluate the resulting model accuracy on
the BoT-IoT dataset. This approach allows us to determine
how well a model trained on one network environment
performs when exposed to a different dataset. It reflects real-
world deployment scenarios where an intrusion detection
system must adapt to diverse network conditions, hence
measuring its generalization capabilities.

Table 3 shows the classification performance as measured
by the F-Measure of the selected classifiers in a cross-
dataset setting. It is possible to observe that all selected
classifiers achieve significantly high detection accuracies
when evaluated in the same environment in which they
were trained. For example, the classifiers reached an average
F-Measure of 0.95, 0.96, and 1.00 on the UNSW-NBI15,
CS-CIC-IDS, and BoT-IoT datasets, respectively. However,
when these models are evaluated in a different environment,
their performance deteriorates significantly, highlighting
the challenge of generalization in ML-based NIDSs. This
phenomenon is particularly evident in the case of the RF
classifier. As an example, when trained on the UNSW-
NB15 dataset, the RF classifier achieves strong classification
performance within the same dataset, but when evaluated on
the CS-CIC-IDS and BoT-IoT datasets, its F-Measure drops
to only 0.10 and 0.16 respectively. This result indicates that
features learned from one dataset may not generalize well to
another, as different datasets capture distinct network traffic
characteristics, attack patterns, and underlying distributions.
This significant performance gap in cross-dataset evaluations
suggests that traditional ML models struggle to adapt to
unseen network environments, reinforcing the need for
approaches that enhance model generalization.

Our second experiment aims to answer RQ2 and investi-
gates how our proposed classification scheme can improve
the generalization capabilities of ML-based NIDS. To achieve
such a goal, we implement our proposed ensemble-based
classification scheme (see Section IV-A) on top of our
proposed prototype. Given that we use three datasets,
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we build our ensemble £ composed of three classifiers. In this
case, the ensemble is composed of the DT, RF, and MLP
classifiers built from the UNSW-NB15, CSE-CIC-IDS, and
BoT-IoT datasets, respectively. The classifiers were chosen
according to our ensemble-building strategy based on their
accuracy on each dataset. The classification combination of
the resulting ensemble is conducted through a majority voting
strategy (see Eq. 1).

Table 3 presents the classification performance of our
proposed model across different testing datasets. It is evident
that our approach substantially enhances the F-Measure in a
cross-dataset setting, demonstrating improved generalization
capabilities compared to traditional ML-based NIDSs. While
the F-Measure of our model remains slightly lower than
that of classifiers trained and tested within the same dataset,
it consistently outperforms models that are evaluated in
a different environment from the one they were trained
on. As an example, a direct comparison with the RF
classifier further highlights the advantages of our approach.
As previously discussed, the RF classifier exhibits a drastic
decline in F-Measure when applied to datasets other than
the one it was trained on, reaching only 0./0 when trained
on CS-CIC-IDS and evaluated on BoT-IoT. In contrast, our
proposed model maintains a significantly higher F-Measure
under the same conditions, with an F-Measure of (.56,
reinforcing its ability to generalize effectively across diverse
network environments. This result shows the limitations of
traditional classifiers in handling real-world variability and
further validates the effectiveness of our ensemble-based
approach in improving the generalization in NIDSs.

Figure 3 directly compares the F-Measure of our proposal
vs. the selected classifiers. It is possible to observe that our
approach consistently improves the F-Measure in most cases,
indicating that the model effectively learns generalizable pat-
terns rather than overfitting specific dataset characteristics.
This improvement translates into better detection capabilities
in real-world scenarios, where variations in network traffic
and attack patterns are common. The ability to sustain a
higher F-Measure across multiple datasets further confirms
the robustness of our model, making it a more reliable
solution for intrusion detection in dynamic and evolving
network environments.

C. SCALING ML-BASED NIDS DETECTION
Finally, we answer RQ3 and investigate the scaling capa-
bilities of our proposed model when operating with our
proposed ensemble-based classification model. To achieve
such a goal, we investigate how our proposed ensemble can
scale inference and model training as implemented through
our proposal prototype (see Section V). In this case, we assess
the scaling performance of our scheme vs. the traditional
approach when varying the number of deployed Apache
Spark workers (see Fig. 2). The goal is further investigate the
scaling capabilities of our scheme and also if our proposed
ensemble approach significantly degrade inference scaling.
Figure 4 illustrates the inference scaling of our proposed
model as the number of deployed workers increases. The
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FIGURE 3. F-Measure comparison of our proposed scheme vs. traditional single classifier on the selected datasets. The caption denotes the
classifier used and the training environment. Positive (+) values denote the F-Measure improvement of our proposal, while negative (-) values

denote the decrease in F-Measure.

results demonstrate that our approach can be effectively
scaled in a distributed environment, allowing for efficient
processing of network events while maintaining high classi-
fication performance. This scalability ensures that the model
can handle increasing traffic loads without a significant drop
in inference throughput, making it well-suited for real-time
intrusion detection in high-speed networks.

Additionally, our proposed ensemble-based classifica-
tion scheme achieves comparable inference throughput to
traditional ML techniques. Despite incorporating multiple
classifiers, the ensemble does not introduce excessive com-
putational overhead, enabling near real-time classification
at scale. This is particularly evident when comparing our
model to the RF classifier. For instance, when deployed
with three workers, the RF classifier achieves an inference
throughput of &~ 1.27M events per second, whereas our
proposed model reaches ~ 1.07M, demonstrating that our
approach can deliver similar throughput with significantly
better generalization capabilities. Overall, these results
highlight the effectiveness of our distributed implementation.
By leveraging a scalable architecture and an efficient
ensemble classification scheme, our approach ensures both
high detection accuracy and real-time inference capabilities,
addressing the key challenges of deploying ML-based NIDSs
in large-scale and dynamic network environments.

The second evaluation aims to investigate our proposed
model performance during the training phase. To achieve
such a goal, we assess the model training time of our scheme
according to the number of workers and the time required by
each classifier forming the ensemble. The goal is to assess
how the training process of our proposed ensemble can be
effectively scaled as the number of Apache Workers increase.

Figure 5 shows the model training time of our proposed
ensemble according to the number of deployed Apache
Workers. The results demonstrate that our proposed model
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training procedure can be effectively scaled, allowing it
to handle large volumes of training data in a distributed
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manner. Furthermore, the proposed ensemble approach
scales according to the underlying classifiers used in the
ensemble. Since each classifier in the ensemble can be
trained in parallel, the overall training process benefits from
the distributed nature of the implementation. This enables
efficient utilization of computational resources, ensuring that
even complex models can be trained within a reasonable time
frame. As the number of deployed Apache Workers increases,
the training time decreases accordingly. Specifically, our
results indicate that an increase in the number of workers
results in an decrease in training time, for instance from
162 seconds with one worker to only 62 seconds with three
workers. This reduction highlights the efficiency of our
distributed training pipeline, allowing faster model updates
while maintaining high classification performance.

VIl. CONCLUSION

Network intrusion detection in high-speed environments
presents significant challenges due to the need for real-time
event ingestion and accurate inference at scale. Traditional
ML-based NIDS struggle with generalization across different
network environments, leading to a significant drop in detec-
tion accuracy when applied to unseen datasets. Additionally,
high computational demands for model training and inference
hinder their deployment in large-scale distributed settings.
Addressing these challenges requires a scalable and efficient
approach that ensures both high accuracy and adaptability to
evolving network conditions.

To tackle these issues, we proposed a distributed ensemble-
based NIDS that leverages a scalable Big Data frame-
work for efficient model training, inference, and updating.
Our architecture decouples event ingestion and inference,
ensuring high-speed processing while maintaining accurate
classification performance. The proposed system dynami-
cally retrieves the latest model versions from a distributed
storage, enabling continuous updates to adapt to emerg-
ing threats. Furthermore, by implementing inference and
model updates on Apache Spark, our approach ensures that
both tasks scale efficiently with the number of deployed
computational resources. Experimental results demonstrated
that our approach significantly improves generalization
capabilities compared to traditional classifiers, reducing
performance degradation in cross-dataset evaluations. Our
proposed ensemble-based method achieves competitive infer-
ence throughput, maintaining efficiency while improving
classification accuracy across multiple datasets. Additionally,
the distributed training pipeline scales effectively, reducing
model update times as more workers are added and ensuring
timely and reliable model deployment in large-scale network
environments.

Future works include addressing near real-time model
updates in an incremental manner and the integration of
DNN-based classification.
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