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ABSTRACT E-Healthcare utilizes IoT-enabled medical devices equipped with sensors to gather and
transmit patient health data to a centralized electronic health record (EHR) system via mobile networks,
enabling remote health management. This setup generates vast amounts of real-time data, making secure
device authentication essential to ensure data privacy and security. In critical scenarios like ambulance
care, quick and reliable authentication becomes crucial as devices remain in motion. To address this, a
remote registration and group authentication scheme is proposed for eSIM-enabled medical devices using
the 5G mobile network for transmitting sensitive health data. eSIM-enabled sensors provide a flexible,
secure means of connecting to healthcare networks, while group authentication further enhances efficient
and reliable communication. Lightweight cryptographic techniques, including Elliptic Curve Cryptography
(ECC), one-way hash functions, and XOR operations, address the resource constraints of medical sensors.
A group secret key enables collective device authentication, reducing computational and communication
overhead. The scheme’s security is validated using BAN logic and the Automated Validation of Internet
Security Protocols and Applications (AVISPA). The proposed scheme enhances security and efficiency
for e-healthcare systems. The group secret key reduces resource usage, making the approach suitable
for constrained devices. Lightweight cryptographic functions ensure data security without overburdening
sensors. Security validations confirm robustness against threats. The proposed framework for eSIM-enabled
medical devices leverages the 5G network and lightweight cryptographic techniques to provide secure,
efficient communication of health data. This approach enhances patient management, particularly in critical
scenarios like ambulance care, where reliable authentication is vital. Future work can explore scalability and

broader IoT applications.

INDEX TERMS ECC, e-Healthcare, Group Authentication, Group Secret Key, IoT, 5G Mobile Network.

I. INTRODUCTION: IOT IN HEALTHCARE APPLICATION

e-healthcare is a real-time use-case of an IoT application
that involves the transmission of a substantial amount of
sensitive data or information over the public Internet [1].
With advancements in healthcare technologies, the healthcare
system has evolved from Healthcare 1.0 to Healthcare 4.0,
significantly enhancing patient monitoring [2]. Healthcare
1.0 relied on manual patient records, while Healthcare 4.0
leverages IoT, cloud computing, fog computing, and tele-
healthcare technologies. This transformation offers benefits
such as reduced in-person visits, cost-effectiveness, timely
interventions, lower risks of hospital-acquired infections,
and increased flexibility. In Healthcare 4.0, medical devices
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equipped with sensors are attached to patients to monitor
various health parameters like heart rate, body temperature,
blood glucose, blood pressure, and pulse [3] [4]. This data
is then transmitted via a mobile network to a centralized
electronic health record (EHR) system located in a remote
server known as telehealthcare. Authorized third parties or
doctors can remotely access, monitor, analyze, and manage a
patient’s health condition. Additionally, eSIM-enabled medi-
cal sensors play a pivotal role in e-healthcare systems, offer-
ing flexible and secure real-time connections with healthcare
networks. The integration of eSIM with IoT is a growing trend
in the IoT industry [5] [6]. eSIM-enabled medical sensors pro-
vide advantages like remote patient monitoring, emergency
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FIGURE 1: Architecture of e-Healthcare System.

alerts, video consultations, and ambulance and emergency
services.

Figure 1 illustrates the architecture of an e-healthcare
system supported by 5G mobile networks. In the health-
care system domain, various types of healthcare services are
integrated, including ambulance care, home care, hospital
care, and diagnostic centers. Each of these service points is
equipped with IoT-enabled medical devices that use sensors
placed in the patient’s body to collect real-time patient health
data such as vital signs, ECG readings, glucose levels, and
more. These sensors transmit the data through gateways that
act as communication bridges between medical devices and
the mobile network infrastructure. The gateways forward this
data securely through the 5G mobile network, enabling high-
speed, low-latency communication. This ensures reliable and
uninterrupted transmission of sensitive medical information,
even in dynamic and mobile environments such as ambulance
care. The transmitted data is received by a remote server,
where it is processed and stored in an Electronic Health
Record (EHR) system. Authorized users—including doctors,
nurses, family members, and other approved parties can re-
motely access and analyze the patient’s health information.
This enables continuous monitoring, emergency interven-
tions, and efficient medical decision-making, regardless of
the patient’s physical location.

A. MOTIVATION AND PROBLEM STATEMENT

A healthcare system may generate a massive amount of real-
time data at regular or scheduled intervals using the medical
devices attached to the patient’s body. Effectively handling
real-time data is essential for the success of e-healthcare sys-
tems, as it enables timely interventions, informed decision-
making, and improved patient outcomes. Therefore, priori-
tizing device authentication is a key aspect for providing the
necessary security and privacy safeguards while transmitting
the collected data as well as remote monitoring of the stored
data in a healthcare IoT environment [7] [8] [9]. Moreover, in
some critical medical scenarios like in ambulance care, when
a patient’s health deteriorates or when immediate medical
intervention is required, a patient may need to be transferred
from home care to a nearby hospital using an ambulance. In

2

such cases, the devices with sensors that are attached to the
patient’s body are constantly on the move. Therefore, for reli-
able and secure use of these types of essential services where
some devices are constantly mobile, device authentication
must be rapid. In a large-scale e-healthcare environment, in-
dividually authenticating devices becomes a challenging task
due to resource constraints and latency concerns. Therefore,
group authentication serves as a valuable tool for managing
the authentication process, offering the potential to improve
efficiency without sacrificing security.

Within the existing literature, various group authentication
schemes have been proposed to ensure efficiency and security
in an e-healthcare system. However, many of these schemes
do not meet all security requirements, such as confidentiality,
anonymity, integrity, forward secrecy, and may not withstand
common attacks like replay attacks, eavesdropping attacks,
denial of service attacks, and man-in-the-middle attacks. In
addition, many existing works do not consider the remote reg-
istration and credential provisioning of eSIM-enabled medi-
cal sensors before authentication starts. Remote provisioning
is especially important because it allows doctors and autho-
rized users to access patient data and monitor their health
from different locations, which is a key feature in modern
e-healthcare systems. They also fail to use lightweight cryp-
tographic methods, which are important to reduce the pro-
cessing load on medical sensors that have limited resources.
These gaps make it difficult to apply such schemes effectively
in real-world, large-scale healthcare systems. The motivations
of the paper explained above are listed below.

(a) To prioritize device authentication for providing the nec-
essary security and privacy safeguards while transmit-
ting the collected data, as well as remote monitoring of
the stored data.

(b) For reliable and secure use of essential services like
ambulance care, where devices are constantly on the
move, the authentication of the devices must be quick.

(c) In a large-scale e-healthcare environment, authenticat-
ing the devices on an individual basis is going to be a
challenging task due to resource constraints and latency
concerns.

(d) Most of the schemes present in the existing literature are
not able to meet security requirements like confidential-
ity, anonymity, integrity, forward secrecy, etc., and are
not resistant to some common attacks like replay attack,
eavesdropping attack, denial of service attack, man-in-
the-middle attack, etc.

(e) Remote credential provisioning to the eSIM-enabled
medical sensors before the authentication begins, is also
not considered by the existing proposals.

(f) To address the limitations of individual authentication
and reduce communication/computational overhead, a
group authentication scheme is necessary for improving
scalability, performance, security, and ease of adoption
and implementation in dynamic e-healthcare environ-
ments.
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B. RESEARCH CONTRIBUTION

By considering the motivations discussed in the previous
section, such as the need for efficient, secure, and scalable
authentication in e-healthcare systems, this paper proposes a
group-based authentication scheme for eSIM-enabled medi-
cal devices using the 5SG mobile network as its communica-
tion backbone. The main contributions of the paper are listed
below.

(a) A novel group authentication mechanism is introduced,
where all medical sensors associated with a USIM-
enabled gateway form a group, with the gateway acting
as the group leader to manage group-level authentication
tasks.

(b) Medical sensors are registered remotely through a
trusted USIM-enabled gateway, eliminating the need to
go to the home network for registration. It supports the
flexible addition and integration of new sensors into the
network remotely through the already registered gate-
way, enabling seamless scalability.

(c) The protocol employs resource-efficient cryptographic
techniques, including Elliptic Curve Cryptography
(ECC), one-way hash functions, and XOR operations,
suitable for low-power medical sensors.

(d) A group secret key is generated to facilitate simultane-
ous group-based authentication of devices, significantly
reducing communication and computational overhead.

(e) After successful authentication, sensitive patient data
is securely transmitted to a remote server over a 5G
network, ensuring confidentiality and real-time accessi-
bility for authorized users.

(f) Unlike many existing approaches, the proposed scheme
includes a deregistration mechanism that detaches sen-
sors from the network if abnormal behavior is detected,
such as prolonged inactivity or missed authentication,
maintaining the integrity and efficiency of the system.

(g) The scheme achieves low computational overhead, min-
imal communication cost, and reduced authentication
latency, making it highly suitable for real-time e-
healthcare scenarios.

(h) The protocol’s security is formally verified using BAN
logic and the AVISPA tool, demonstrating resistance
against various security threats.

C. PAPER ORGANIZATION

This remaining paper is organized as follows. Some of the ex-
isting works present in the literature are discussed in Section
II. The proposed protocol is explained in detail in Section III.
Section IV performs the security validation of the proposed
scheme. Performance analysis of the proposed scheme is
presented in Section V. Finally, Section VI concludes the

paper.

Il. RELATED WORK

Authentication in e-healthcare systems is crucial for ensuring
the security and privacy of sensitive health-related data and
the reliability of medical device communications. In the last
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decade, some notable authentication protocols proposed by
different researchers in the field of e-healthcare to preserve
security and privacy are explained below.

A lightweight and robust two-factor authentication scheme
for personalized healthcare systems using wireless medical
sensor networks was proposed by Wu et al. in 2017 [10]. The
scheme is divided into four phases: initialization, registration,
authentication, and password change. Authors claimed that
the proposed scheme is resistant to various attack like insider
attack, off-line guessing attack, user forgery attack, sensor
capture attack, gateway forgery attack, de-synchronization
attack, user tracking attack, and session key disclosure attack.
However, group authentication and remote registration of the
devices are no considered in the proposal. In 2018, Wu et al.
also proposed a novel mutual authentication scheme for smart
Healthcare systems under the global mobility networks notion
[11]. The scheme included four phases: initialization, regis-
tration, mutual authentication, and key agreement and pass-
word renewal phase. According to the authors, the scheme
was resistant to insider attack, off-line guessing attack, user
forgery attack, agent spoofing attack, de-synchronization at-
tack, replay attack, known-key attack, tracking attack and
gives Strong forward security, Password changeability, and
mutual authentication. However, the scheme did not con-
sider some requirements like group authentication of the
devices. Additionally no communication medium is men-
tioned by the authors for the authentication mechanism. In
2019, Amintoosi et al. devised a lightweight authentication
scheme ‘Slight’ for smart healthcare services [12]. Slight
consisted of the registration phase, login and authentication
phase, ownership transfer phase, and password update phase.
They justified the scheme’s strength in terms of resistance
to various known security attacks like replay attack, Insider
Attack, Known-session-specific Temporary Information At-
tack, Known-key Secrecy, Sensor Impersonation Attack, user
Impersonation Attack, Server Impersonation Attack, Denial
of Service Attack, Password Guessing Attack, Stolen Verifier
Attack, Man-in-the-middle Attack, Key Compromise Imper-
sonation (KCI) attack and the provision of perfect forward
secrecy and known-key secrecy. Tanveer et al. proposed a
resource-efficient authentication and key exchange scheme
‘REAS-TMIS’ for telecare medical information systems in
2022 [3]. The scheme was based on authenticated encryption
with associative data, one-way hash function, elliptic curve
point multiplication, chaotic map, etc. Hamed et al. devised
a secure patient authentication scheme in the healthcare sys-
tem in 2022 [13]. The authors used symmetric encryption
techniques, crypto hash functions, and a one-time pad in the
proposed scheme to provide good security as well as maintain
adequate performance. The scheme was based on five phases:
setup, registration, login and authentication, healthcare, and
key management. Authors claimed that the scheme is resistant
to various harmful attacks like MITM, insider, replay, spoof-
ing, and impersonation and provides mutual authentication,
anomalies, and key management. In 2025, Saleem et al. the
proposed a secure authenticated key-management protocol
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for e-healthcare environments using CBC-AES encryption
and Physical Unclonable Functions (PUF) [14]. According
to the authors, the scheme is designed to protect against
a wide range of attacks, including impersonation, session
key leakage, and device cloning. Both formal and informal
security analyses are conducted to demonstrate its robustness,
with the ROR model validating resistance to various threats.
Performance evaluation shows that the proposed protocol re-
duces communication and computation overheads compared
to several existing schemes. In 2023, Lee et al. proposed two
lightweight RFID authentication and key agreement protocols
for e-healthcare systems using Physical Unclonable Func-
tions (PUFs) and cloud computing [15]. These protocols are
designed for both secure and public communication chan-
nels, addressing the limitations of traditional cryptosystems in
resource-constrained environments. Authors claimed that by
leveraging the uniqueness of PUFs and avoiding key storage
on cloud servers, the proposed schemes enhance security, ef-
ficiency, and scalability. They also provide strong protection
against replay, stolen verifier, and key compromise attacks,
while ensuring session key security, fairness, and perfect for-
ward/backward secrecy. Renuka et al. designed a three-factor
authentication scheme for a smart healthcare system in 2019,
[16]. The proposed mechanism was based on two entities, a
user and an authentication server. According to the authors,
the scheme gave forward and backward secrecy, session-
specific temporary information, user anonymity, and mutual
authentication, as well as was resistant to impersonation at-
tack, DoS attack, stolen verifier attack, password guessing at-
tack, and replay attack. An RSA-based authentication scheme
was developed for authorized access to healthcare services
by Dharminder et al. [17]. The scheme was developed for
telecare medicine information systems. The technique used
two message exchanges between the user and the server to
provide a shared session key and to establish mutual authen-
tication. A secure three-factor authentication scheme was de-
vised by Sahoo et al. for healthcare systems using IoT-enabled
devices [18]. The authors used elliptic curve cryptography
to provide a high level of security with a smaller key size.
Authors claimed that the scheme provided session key se-
curity, secured password update, mutual authentication, user
anonymity, perfect forward secrecy, and also was resistant
to attacks like key compromise impersonation attack, stolen
smart card attack, insider attack, replay attack, offline pass-
word guessing attack, forgery attack, server spoofing attack.
Several other authentication schemes like [19], [20], [21] etc.
are proposed by different authors to enhance the efficiency
of e-healthcare applications. However, a notable limitation in
many of these schemes is the absence of group authentication
for patients or medical devices.

Even though many authentication schemes have been de-
veloped for e-healthcare systems, most of them do not support
group authentication, which is important for managing multi-
ple medical devices or patients at the same time, especially
in fast-moving situations like ambulance care. Also, many
existing methods don’t allow remote registration of devices,
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Mutual Auth

Secure Patient
Auth Scheme

Three-Factor

Wu et al

Hamed et al.
(2022) [13]

Renuka et al.

Mapse Protocol
ECC, Hash, Key

Hash, Chaotic Map
Symmetric Encryp-
tion, One-Time Pad,
Hash

Password, Biomet-

Protocol Author Technology used Gaps identified
Two-Factor Wu et al. | ECC, Hash, | No group authenti-
Auth Scheme | (2017) [10] XOR, Four- | cation, No remote
PhaAuthenticated registration
Encryption, ECC,
Hash, Chaotic

No group authenti-

Scheme (2018) [11] Agreement cation, No remote
registration
SLIGHT Amintoosi Multi-phase No group authenti-
et al. (2019) | (Login, Ownership | cation, No mention
[12] Transfer, Update), | of remote registra-
Secure Hashing tion
REAS-TMIS | Tanveer et al. | Authenticated No group authenti-
(2022) [3] Encryption, ECC, | cation, No remote

registration
No group authenti-
cation, No remote
registration
No device-level fo-

Scheme (2019) [16] rics, Authentication | cus, No remote reg-
Server istration
RSA-Based Dharminder RSA, Mutual Auth | not lightweight,
Scheme et al. (2020) | with Session Key | No group
[17] Exchange authentication, no
remote registration
Cloud Lee et al. | Physical No group authen-
Computing- (2023) [15] Unclonable tication, no remote
Based RFID Functions (PUFs), | registration
Authentica- cloud computing
tion Protocols
Using PUF
Authenticated | Saleem et al. | CBC-AES No group authenti-
Key- (2025) [14] encryption, Remote | cation, no eSIM in-
Management Management, volved
Mechanism Physical
Unclonable
Functions (PUF)
ECC-Based Sahoo et al. | ECC, Three-Factor, | No remote registra-
Scheme (2021) [18] Smart Card tion, No group au-
thentication
Others Karthigaiveni | ECC, Hashing, | Mostly lack group
et al. [19], | Biometrics, Smart | auth and remote
Rajasekar Cards registration
et al. [20],
Khemissa et
al. [21]
Proposed ECC, Hashing, | Remote
Scheme XOR registration, Group
Authentication,
eSIM-based

TABLE 1: Comparison of Existing Authentication Schemes
in E-Healthcare Systems

which is necessary for real-time use in different locations.
These missing features show that current methods are not
fully suitable for modern healthcare needs. That’s why there
is a need for a new method that is lightweight, secure, and
efficient, especially for eSIM-enabled medical devices using
5G mobile networks. The proposed scheme aims to bridge
these gaps by ensuring remote registration, group authenti-
cation, minimizing communication overhead, and fulfilling
essential security requirements while addressing the resource
limitations of medical sensors. The detailed explanation of the
proposed scheme is discussed in the following Section.
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llIl. THE PROPOSED SCHEME FOR E-HEALTHCARE
SYSTEM

In this section, the proposed system model and the proposed
scheme are discussed in detail.

A. PROPOSED SYSTEM MODEL

This section presents the architecture of the proposed system
in which various medical sensors are planted in or on the
patient’s body for collecting health-related information. First
of all, the medical devices/sensors are registered with the
core 5G mobile network through a registered USIM-enabled
gateway (GW). GW has already established a connection
successfully with the core 5G network infrastructure to access
the services and therefore it is considered a trusted entity of
the 5G mobile network. During the registration process, all
the security credentials required for the authentication pro-
cess are provisioned by the home network remotely through
the corresponding USIM-enabled device and by communicat-
ing with the subscription manager and certificate authority.
Before every data session, authentication of all the medical
sensors is performed. For the authentication process, some
groups are formed and the devices present in a group are
authenticated simultaneously. The devices that are connected
with a particular USIM-enabled device are considered to
belong to a group and that particular GW is considered as
a group leader and acts as a gateway between the devices
and the core 5G mobile network. A group secret key is
also generated among the group members and using that
key the devices are authenticated in a group by the home
network. After successful authentication, data collected by
the medical sensors are transmitted to the USIM-enabled
group leader or the gateway. The group leader aggregates all
the data received from the medical sensors and transmits it
to a remote server using a core 5G network. Any authorized
doctor, nurse, or family member can access and monitor those
stored data remotely. Whenever a new sensor is added to the
existing group of the system, it needs to be registered with
the network’s core infrastructure and the registration process
is performed remotely through the corresponding registered
gateway. In addition, if some sensors do not participate in the
authentication process for a particular period of time then, a
deregistration process is initiated to discard the sensor from
the existing network. Figure 2 shows the architecture of the
proposed system model.

B. PRELIMINARIES AND BASIC NOTATIONS
To devise the proposed scheme, an elliptic curve with equa-
tion y2 = (x3 + ax + b) mod p is used. Here, p is a a prime
number and (4a® + 27b%) mod p # 0. USIM-enabled GW
is considered a trusted entity of the 5G network since it has
already successfully established a connection with the core
infrastructure of the 5G mobile network. The notations used
in the proposed scheme and their descriptions are shown in
Table 2. The proposed scheme is divided into four phases.
o Sensor Registration, where all the medical sensors/de-
vices are registered with the home network through a
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FIGURE 2: Architecture of the Proposed System Model.

TABLE 2: Notations and their descriptions used in the pro-
posed protocol.

Notations Descriptions

MD; Medical device with sensor

GW USIM enabled Gateway

IMSI International mobile subscriber identity
SUPI Subscription permanent identifier

SUCI Subscription concealed identifier

CRT Certificate of the device

CRTF Certificate generated by HN for GW

K Shared secret key between GW and HN
SSK; Shared secret key between GW and MD;
MDPub Public key of the IoT device

MDPri Private key of the IoT device

HNPub Public key of the HN

SMPri Private key of the subscription manager
SMPub Public key of the subscription manager
GWPri Private key of the gateway

GWPub Public key of the gateway

SID; Permanent identity of the medical sensor ‘i’
TSID; Temporary identity of the medical sensor ‘i’
Kee Shared secret key generated using ECIES
GK Group key

PK; Partial group key

SP;, Si, M; Security parameter for device ‘1’

RAND, RN, R, N, NC | Random nonce

MAC Message authentication code

CK Cipher key

1K Integrity key

AUTN Authentication token

RES Response value

XRES Expected response

trusted entity of the home network.

o Group Key Establishment, where a group of IoT devices
is formed to perform group authentication of the medical
devices.

o Group Authentication, where a group of IoT devices
is authenticated simultaneously to reduce resource con-
sumption by individual device authentication in large
IoT deployments.

o Sensor Deregistration, where a device is removed from
the IoT network when the device is no longer in use, has
been replaced, or poses a security risk.
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FIGURE 3: Proposed sensor registration phase.

C. SENSOR REGISTRATION

In this phase, the medical sensors are added/enrolled into
the e-healthcare system to enable the 5G mobile network
to recognize and communicate with the medical sensors.
This process is done remotely by one of the trusted entities
of the home network,i.e., USIM-enabled user equipment by
communicating with the subscription manager and the cer-
tificate authority. After the successful addition of the medical
devices, some security credentials are provided to the sensors
by the home network remotely for authentication purposes.
Figure 3 shows the mechanism involved in the sensor regis-
tration process.

The steps involved in this phase are explained below.

1) Medical device ‘MD;’ sends a registration request to the
GW by sending the URL that contains the certificate
‘CRT’.

MSG 1: MD; — GW : URL with CRT

2) GW forwards the request to the SM by sending
‘(IMSI||URL with CRT)’.

MSG 2: GW — SM : IMSI Il URL with CRT

3) SM then requests CA for the device certificate by send-
ing the medical device’s identity “SID;’ .

MSG 3: SM — CA : SID;

4) CA transmits the certificate to the SM.
MSG 4: CA — SM : CRT

5) SM verifies the certificate ‘CRT’.

6) If verification is successful, SM requests HN to add the
medical device by transmitting ‘(IMSI||SID;||MDPub)’.
MSG 5: SM — HN : IMSI || SID; || MDPub

7) HN extracts the shared secret key ‘K’ stored against the
received ‘IMSI’, selects a nonce ‘N’, and generates the
shared secret key ‘SSK;’ for the ‘MD;” and the GW as
follows.

SSK; =f(K.N) (1)

It also creates a certificate ‘CRTF’ for the GW and
medical devices containing the identity of the HN, the
identity of the GW, and all the identities of the medical
devices.

8) HN transmits two security parameters ‘E” and ‘E’” to the

SM. ‘E’ contains ‘N’ and ‘CRTF’ and is encrypted by
‘K’. ‘E” contains ‘SSK;” and IMSI and is encrypted by
the medical device’s public key ‘MDPub’.
MSG 6: HN — SM : E = Enc(N||CRTF);, E/ =
Enc(SSK;|[IMSI) mppup
9) SM forwards ‘E” and ‘E’’ by signing with its private key

‘SMPri’ along with the plaintext ‘E” and ‘E”’.
MSG7:SM — GW : E||Sign(E)sypri» E/ ||Sign(E/ ) supyi

10) GW decrypts ‘E’ with the SM’s public key ‘SMPub’ and
compares the received ‘E’ with the decrypted one. If
both the values are the same, GW decrypts ‘E’ with the
shared secret key ‘K’ to get the nonce ‘N’. After that, it
also calculates the shared secret key ‘SSK;” as follows.
SSK; = f (K, N) It then stores the ‘CRTF”.

11) GW forwards the signed ‘E’’ with the original ‘E”” to
the M. D,‘.
MSG 8: GW — MD; : E/||Slgi’l(E/)SMpn

12) MD; decrypts ‘E”” with the SM’s public key ‘SMPub’
and compares the received ‘E’” with the decrypted one.
If both the values are the same, MD; decrypts ‘E’” with
the device private key ‘MDPri’. Then it stores the ‘SSK;’
and ‘IMSI’ in its local repository.

13) ‘MD;’ sends a registration acknowledgment message to
the GW.
MSG 9: MD; — GW : Registration Acknowledgement

14) After receiving the registration success message, GW
generates a temporary identity ‘7SID;’ for the ‘MD;’
using a nonce ‘R’, device’s original identity ‘SID;’, and
a one-way hash function as follows. The ‘7SID;” will be
used in the next authentication process.

TSID; = h(SID;||R) )

15) GW transmits the temporary identity ‘TSID;’ to the
‘MD;’ by encrypting with ‘SSK;’.
MSG 10: GW — MD; : EHC(TSIDZ)SSKI

16) ‘MD;’ stores ‘TSID;’ for the next authentication.

D. GROUP KEY ESTABLISHMENT PHASE

The steps involved in the proposed group secret generation
phase 4 are as follows.

1) GW transmits a Group Generation Request to all
the medical devices present in the network <
MDy,MDs, ... ,MD;,... MD, > by sending the
hashed value of the ‘IMSI’ and a random number
‘RAND’ and by encrypting with the shared secret key
‘SSK;’ between the GW and ‘MD;’.

MSG 1: GW — MD; : EI’lC(h(IMSI) &b RAND)SSK‘.

2) Medical device ‘MD;’ then calculates the hashed value
of the ‘IMSI’ with which it is registered with. If the
calculated hash value is equal to the received hash value,
then it creates a security parameter ‘SP;’ as follows.

SP; = h(SSK; & RAND) 3)

3) ‘MD;’ transmits its temporary identity ‘TSID;’ by per-
forming the XOR operation with the shared secret key
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FIGURE 4: Proposed group key establishment phase.

‘SSK;’ to the corresponding GW.
MSG 2: MD; — GW : TSID; & SSK;

4) GW extracts the stored ‘SSK;’ against the received value
and also computes the security parameter ‘SP;’ as fol-
lows. SP; = h(SSK; ® RAND) This process is performed
for all the devices, from which temporary identities are
received. After that, GW generates the group key ‘GK”’
using all the calculated security parameters.

GK = SP1 ® SP> ® SP; @ ... ® SP, “)

5) GW then sends a partial group key ‘PK;’ to the ‘MD;’s
by XORing all the received security parameters from the
other medical devices present in that network.

MSG 3: GW — MD; : Partial Group key(PK) = SP; &
SPy ® SP;_1 ® SPi11... ® SP,

6) ‘MD;’ finally generates the group key ‘GK’ by XORing
the received ‘PK;’ with its own security parameter ‘SP;’
as follows.

GK = PK; © SPi 5)

E. AUTHENTICATION PHASE

After the group is generated by the gateway node, all the
nodes present in the group are authenticated by the gateway
and the HN. A mutual authentication between the medical
devices and the gateway is performed using the group key
generated in the group key establishment phase. All the med-
ical devices that are connected with a particular gateway are
authenticated by the HN in a group. In this phase, the func-
tions that have been already used by 3GPP’s 5G-AKA are also
used with some additional functions for group authentication
[22] [23]. After every successful authentication, medical data
are transmitted to the remote server in a secure way. Figure
5 shows the proposed authentication scheme and the detailed
steps involved in the process are explained below.

1) Medical device ‘MD;’ sends a request for authentication
to the gateway node by sending the temporary identity
‘TSID;’ encrypted with ‘GK’.
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MSG I: MD; — GW : EI’lC(TSIDi)G[(.

2) The gateway aggregates all the requests received from
the medical devices present in that group.

3) The gateway transmits the request to the Authentica-
tion Server Function (AUSF) by sending ‘SUCI /5G —
GUTI, Enc(> (TSID;))x’.

SUCI = Enc(SUPI) g, (6)

MSG2: GW — AUSF : SUCI /5G—GUTI, Enc(3.(TSID;))x

4) AUSF transmits the ‘SUCI’ to the UDM as an authenti-
cation vector request.
MSG 3: AUSF — UDM : SUCI

5) UDM extracts the ‘SUPI’ from the "SUCI’ to get the
shared secret key ‘K’ between the gateway and the HN.
It then selects a random number ‘RN’. By using the key
‘K’ and a set of one-way hash functions, UDM generates
the authentication vector ‘AV’, which consists of (‘RN’,
‘AUTN’, ‘XRES’ and ‘KAUSF’)~

MAC = f1(RN)K 7
AUTN = f'(MAC) (8)
XRES = f2(RN)x 9)
CK = f3(RN)g (10)

IK = fA(RN)x (11)
Kuusr = KDF (CK,IK) (12)

6) UDM then forwards the calculated ‘AV’ to the AUSF.
MSG4: UDM — AUSF : AV (RN,AUTN, XRES, Kxysr)

7) AUSF sends the ‘RN’ and ‘AUTN’ to the gateway.
MSG 5: AUSF — GW : RN,AUTN

8) After that, the gateway calculates the ‘AUTN’ and com-
pares the calculated ‘AUTN’ with the received one to
validate the HN. It also calculates the ‘RES’. It then
selects a random nonce ‘NC’ to calculate the security
parameter “S;’.

S; = h(NC)GK 13)

9) The gateway transmits ‘S;” along with the nonce ‘NC’
by signing with its private key ‘GWPri’.
MSG 6: GW — MD; : El”lC(S,'”NC)Gwpri

10) ‘MD;’ decrypts the received value with the public key
of the gateway ‘GWPub’. It then calculates the ‘S;” and
compares the calculated value with the received one
to authenticate the gateway. It also computes another
security parameter ‘M;’.

M; = h(NC)SSK; (14)

11) ‘MD;’ transmits ‘M;” and temporary identity of the med-
ical device ‘TSID;’ by encrypting with the group key
‘GK’ to the gateway.

MSG 7: MD; — GW : Enc(M;||TSID;)ck

12) The gateway calculates the ‘M;” for the medical device

with temporary identity ‘7SID;’. It then compares the
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FIGURE 5: Proposed group authentication phase.

calculated value with the received one to authenticate
the medical device ‘MD;’. The gateway also generates a
security parameter ‘M’ using all the ‘M;’s received from
the medical devices present in that group.

M=M®&M®.MiD..OM, (15)

The gateway sends the ‘NC’ and ‘M’ by encrypting with
the key ‘K’ along with the ‘RES’ to the AUSFE.

MSG 8: GW — AUSF : RES||Enc(NC||M)

AUSF computes ‘M;’s for all the medical devices, that
are participating in that particular authentication pro-
cess. By using all the calculated ‘M;’s, it also calcu-
lates ‘M’. It then compares the calculated ‘M’ with
the received one to authenticate the gateway and the
medical devices in a group. It also verifies the ‘RES’ by
comparing the calculated value with the received one.
AUSF responds with an authentication acknowledgement
message to the UDM.

MSG 9: AUSF — UDM : Authentication Acknowl-
edgement

16) AUSF also transmits an authentication acknowledgement
message to the gateway.
MSG 10: AUSF — GW : Authentication Acknowledge-
ment

17) The gateway then creates a new temporary identity
‘TSID!” for the medical device using a new random
number ‘R”, the original identity of the medical device,
and a one-way hash function. The new ‘TSID;” will be
used in the next session for authentication.

TSID! = h(SID;||R’) (16)

18) The gateway then transmits the authentication acknowledgement
to the MD; by sending ‘TSID;” encrypted by the shared
secret key ‘SSK;’.
MSG 11: GW — MD; : Enc(TSID!)ssk;
19) After decrypting the message, ‘MD;’ stores ‘TSID;’ in
its local database for the next session.

VOLUME 11, 2023

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2025.3593197

Author et al.: Preparation of Papers for IEEE TRANSACTIONS and JOURNALS

IEEE Access

1. Deregistration Request
<SUCI || Enc ( SID;) >

2. Decrypt SUCI & Get K,

4. Delete the entry for

SID; Decrypt SID; using K

Delete the entry for SID;

FIGURE 6: Proposed deregistration phase.

F. SENSOR DEREGISTRATION

If a medical device is inactive for a period of time, then a
deregistration process is initiated by the gateway. The mech-
anism involved in the process is shown in Figure 6 and the
steps are explained below.

1) The GW transmits a deregistration request to the AUSF
by sending the temporary identity ‘SID;’ of the device
‘MD;’, which is encrypted by the shared secret key ‘K’
along with its SUCIL.

2) AUSF extracts the key ‘K’ against that SUCI, decrypts
the message using the key ‘K, and deletes the entry from
its local repository for that medical device with identity
‘SID;’.

3) AUSF then transmits a deregistration success message
to the GW.

4) After receiving the deregistration success message from
AUSEF, the GW also deletes the entry for that particular
device ‘MD;’ withidentity ‘SID;’ from its local database.

IV. SECURITY ANALYSIS

In an e-healthcare system, security and privacy are essential
to protect patients’ sensitive health-related data. In this sec-
tion, we have done the analysis of various common security
properties by using three methods: informal security analysis,
formal security analysis using BAN logic, and formal security
analysis using an automated tool AVISPA.

A. ADVERSARY MODEL

In the proposed scheme, we adopt the Dolev—Yao model
as our chosen adversary model [24] [25]. This selection is
primarily driven by the significant security vulnerabilities
identified within the communication channel between med-
ical devices and the gateway. Within the Dolev—Yao model,
an intruder is endowed with complete control over the com-
munication channel. This control encompasses the ability to
insert, delete, analyze, manipulate, or eavesdrop on messages
exchanged between the entities involved. If the intruder suc-
cessfully persuades other parties within the environment that
they are a legitimate part of the network, it opens the door to
various potential attacks.
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B. INFORMAL SECURITY ANALYSIS

Some of the key security properties of e-healthcare systems
are considered in this section.

1) Mutual Authentication: In the proposed group authen-
tication phase, the ‘MD;’ authenticates the GW by com-
paring the received ‘S;” (Equation 13) with the calculated
one (Steps 8,9, and 10 in Figure 5). In addition, the GW
authenticates the ‘MD;’ (Equation 14) by comparing the
received ‘M;’ with the calculated one (Steps 10,11 and
12 in Figure 5). Therefore, the proposed scheme could
provide mutual authentication between the medical de-
vice and the gateway.

2) Forward and Backward Secrecy: The group key ‘GK’
is generated freshly in every data session as discussed
in Equation 3 and 4 in Section III-D, which is not re-
lated to past or future group keys. In addition, a fresh
nonce is used for authenticating the ‘MD;’s and the GW
in every data session. Therefore, by compromising the
current ‘GK’ and nonce, any adversary cannot guess the
past and future ‘GK’s and cannot compromise the past
or future communications. Thus, the proposed protocol
guarantees forward and backward secrecy.

3) Anonymity: In the proposed scheme, real identities
of the ‘MD;’s and the ‘GW’ are not used during the
message transmissions among the entities. Instead of
using the real identity ‘SID;’ of the ‘MD;’, a temporary
identity ‘TSID;’ is used in every data session to prevent
the disclosure of the real identity of the device to any
unauthorized party. In addition, the permanent identity
of the gateway (SUPI) is also transmitted in an encrypted
form, i.e., SUCI. Moreover, one-way hash functions are
used to generate the temporary identities from the real
identities and therefore no adversary can extract the real
identities of the medical devices from the temporary
identities. Therefore, the proposed protocol ensures user
anonymity.

4) Integrity: In the proposed scheme, one of the outcomes
of a successful mutual authentication process is the
establishment of an integrity key from the established
key ‘Ksear’ like in 5G-AKA for securing the commu-
nications between the user equipment/gateway and the
serving network. In addition, if any authorized third
party wants to access the stored data from the remote
server, the digital certificate ‘CRTF’, which is generated
by the trusted authority HN, is used for validating the
source of data acquired from the medical devices.

5) Confidentiality: After successful mutual authentica-
tion between the gateway and the HN, a cipher key is
generated from the established key ‘Kgsgar’ like in 5G-
AKA for securing the communications between the user
equipment/gateway and the serving network. In addi-
tion, data transmitted among the authorized entities are
always in an encrypted form, which can’t be accessed by
any unauthorized party.

6) Untraceability: In every data session, freshly generated

9
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nonce is used for the authentication process. As a result,
no attacker can be able to trace any medical device’s
identity. Moreover, for the authentication mechanism,
one-way hash functions are used because of their non-
invertible property. Therefore, the adversary can’t trace
the messages exchanged among the authorized entities.
7) Session key secrecy: The session key ‘SSK;’ is transmit-
ted to the medical device by encrypting with the device’s
public key ‘MDPub’. Therefore, without the device’s
private key ‘MDPri’, no attacker can be able to access
the key ‘SSK;’. In addition, the group key ‘GK’ is not
transmitted over the communication channel. Instead of
the ‘GK’, a partial key ‘PK;’ is transmitted to every

‘MD;’ and every device generates the ‘GK’ in its own

by using the ‘PK;’ and its own security parameter ‘SP;’

as shown in Equation 4, 5, and MSG 3 in Section III-D.

8) Resistance against various common attacks:

o Man-in-the-middle attack: Our security proto-
col provides robust protection against Man-in-The-
Middle (MiTM) Attacks. This is achieved through the
utilization of two crucial keys: the group key 'GK,
shared among all group members, and the unique
shared secret key 'SSK;” between the medical device
and the GW. Every transmitted message is securely
encrypted using either the ’GK” or ’SSK;,” rendering
it inaccessible and unmodifiable by any unauthorized
third party.

e Replay attack: In our proposed scheme, we employ
a sequence number *SON’ during the authentication
phase, which effectively guards against replay attacks,
ensuring the security of the system.

o Eavesdropping attack: In our proposed scheme,
the confidentiality of transmitted information is up-
held, as all sensitive data is securely transmitted in
an encrypted format. This robust encryption mech-
anism ensures protection against eavesdropping at-
tacks, making it highly resistant to unauthorized in-
terception of sensitive information.

C. FORMAL SECURITY ANALYSIS
This section provides formal security analysis of the proposed
scheme using BAN logic and an automated tool AVISPA.

1) Using BAN Logic
The Burrows—Abadi—-Needham (BAN) logic serves as a for-
mal tool for verifying security, employing a set of rules and
underlying assumptions to scrutinize security protocols [26].
It is instrumental in determining the trustworthiness of trans-
mitted data and information. The notations and rules integral
to BAN logic are elaborated in Table 3.

The analysis is based on the following security assump-
tions, as presented below.
Al: AUSF |= GW <& AUSF
A2: GW |= GW & AUSF

A3: AUSF |= GW 225 AUSF

10

TABLE 3: Notations and Rules of BAN logic.

Notation Description
A|=B A believes B.
Al=X A has jurisdiction over X.
A<X A sees X.
Al~X A once said X.
#(X) X is fresh.
A& B A and B share a key K.

v 1
Pk A pubkey~! is the private key of A.
Ll pubkey is the public key of A.
{X}x X is encrypted with key K.
X)y X is combined with Y.

K

Rulel : % Message meaning rule.
Rule? : #=P=XAZEEX | urisdiction rule.
Rule3 : % Nonce verification rule.
Rule4 : Afff‘;ﬁ% Freshness conjuncatenation rule.

Ad: GW |= GW &5 mp,
AS: MD; |= GW <SS—K> MD;
A6: AUSF |= GW & AUSF
A7: AUSF |= GW <% MD;
A8: AUSF |= GW &5 AUSF

A9: GW |= GW &5 AUSF
A10: MD; LM GW
All: MD; |= GW BN MD,;

A12: GW |= GW &5 M,
MDPub;

Al3: AUSF |=222%, MD,

Al4: GW |=222%% mD,

The security goals, we have considered for the proposed
scheme, are as follows.
G1. Mutual authentication must be enabled between the med-
ical device and the GW, i.e.,
MD; |= GW |~ S; and GW |= MD; |~ M,
G2. Medical devices must be authenticated by the HN/AUSF
in a group through the GW, i.e.,
AUSF |=GW |~ M and AUSF =M
G3. Medical device and GW believe in the session key, gen-
erated by HN/AUSF, i.e.,

W |= SSK; and MD; |= SSK;

. AUSF authenticates the identity of the GW, i.e.,

AUSF |= GW |~ SUCI
Proof:
From Assumptions A10, All, Equation 13, and MSG 6 of
Section III-E, it may be derived using message meaning rule
as,

MD; |= MD; <5 6w, MD; |= 2, GW , MD; < (S))ower, Si = h(NC)GK

MD; |= GW |~ S;

an

ie., ‘MD; believes the group key ‘GK’ and public key
‘GWPub’ of the GW. Since ‘MD;’ receives ‘S;’ by encrypting
with ‘GWPri’ and “S;’ is a function of the ‘GK’, therefore
‘MD;’ believes that ‘GW’ once said “S;’.
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From Step Number 10 in Figure 5, it may be derived as

Using the Equation 18, it may be stated that
MD; |= S (19)

i.e., ‘MD;’ believes that it has the power to create ‘S;” and
therefore it believes ‘S;’.

From Equation 17 and 19, if the received ‘S;’ as well as the
calculated °S;’ are same, ‘MD;’ authenticates the ‘GW’.
From Assumptions A4, A12, Equation 14, and MSG 7 of
Section III-E, using message meaning rule it may be derived
as,

SSK;
6w |= MD; %5 6w, 6w |= MD; X5 GW, GW < (My)ex, Mi = h(NC)SSK,
GW ‘E MD; ‘N M;

(20
i.e., The‘GW’ believes the group key ‘GK’ and shared secret
key ‘SSK;’ between ‘MD;’ and ‘GW’. In addition, ‘GW’ re-
ceives ‘M;’ by encrypting with ‘GK’, where ‘M;’ is a function
of a nonce and ‘SSK;’. Therefore ‘GW’ believes that ‘MD;’
once said ‘M;’.
From Step Number 12 in Figure 5, it may be derived as

GW |= GW |= M; 1)

Using the Equation 21, it may be stated that

i.e., ‘GW’ believes that it has the power to create ‘M;’ and
therefore it believes ‘M;’. ) )
From Equation 20 and QZ, if the received ‘M;’ is same as the
calculated ‘M;’, ‘GW’ authenticates the ‘MD;’.
Hence, G1 is achieved.

AUSF |= AUSF & GW, AUSF <« (M), M = M1 & M2 & M;

AUSF |= GW |~ M

i.e., The*’AUSF"’ believes the shared secret key ‘K’ between
‘AUSF’ and ‘GW’. In addition, ‘AUSF" receives ‘M’ by
encrypting with ‘K’ and therefore ‘AUSF’ believes that ‘GW’
once said ‘M’.
From Equation 14, 15 and Step Number 14 in Figure 5, it may
be derived as

(23)

AUSF |= AUSF |= M 24)

From Equation 24, it may be stated as

AUSF |=M 25)

i.e., ‘AUSF’ believes that it has the power to create ‘M, where
M=M1PM2& ... & M; and therefore it believes ‘M’.
From Equation 23 and 25, if the received ‘M’ is same as the
calculated ‘M’, ‘AUSF” authenticates the group of ‘MD;’s.
Hence, G2 is achieved.

VOLUME 11, 2023

MD; |= AUSF |= SSK;, MD; |= AUSF |= SSK;

26
MD; |= SSK; (26)

GW |= AUSF |= SSK;, GW |= AUSF |= SSKi )
GW |= SSK;

ie., GW and ‘MD;’ believes that ‘AUSF’ has the power
to control ‘SSK;’. In addition, both GW and ‘MD;’ believe
‘AUSF’ and ‘AUSF’ believes ‘SSK;’. Hence, it can be con-
cluded as GW and ‘MD;’ believe ‘SSK;’.

From Equation 26 and 27, G3 is achieved.

K,
AUSF |= GW <E95S, AUSF, AUSF < SUCI, SUCI = Enc(SUPI)

AUSF |= GW |~ SUCI
i.e., ‘AUSF’ believes the key ‘Kgcgs’ between ‘AUSF’ and
‘GW’ as well as it receives the identity ‘SUPI’ by encrypting
with the key ‘Kgcjes’. Therefore, ‘AUSF’ believes that the
‘GW’ once said ‘SUCI’.
From Equation 28, G4 is achieved.

KeciEs (28)

2) Using AVISPA

This section presents the formal analysis of the proposed
scheme using a formal verification tool Automated Validation
of Internet Security Protocols and Applications (AVISPA)
to validate the security properties of the protocols and un-
cover security vulnerabilities or potential attacks. If there are
vulnerabilities, AVISPA may generate an attack simulation
to demonstrate how the protocol can be exploited. Here,
we have utilized the High-Level Protocol Specification Lan-
guage (HLPSL) to describe a protocol model, depicting the
message exchanges during the authentication process (7). It
offers several analysis tools like OFMC, CL-ATSE, SATMC,
and TA4SP, each suited for different types of security prop-
erties. For the analysis, we have employed OFMC and CL-
AtSe as backend tools. Our primary objective for this analysis
is to establish mutual authentication between the IoT device
and the user equipment (UE) and to resist the authentication
against various common attacks. The results of this analysis
are illustrated in Figure 8, where both OFMC and CL-AtSe
indicate that the analysis results are "safe". This outcome
strongly suggests that mutual authentication has been suc-
cessfully achieved between the IoT device and the UE within
our proposed scheme. The protocol simulation, as visualized
in Figure 9, confirms the secure functioning of the protocol.
Furthermore, we have accounted for the capabilities of an
intruder who possesses knowledge of all involved parties and
the hash functions employed within the protocol. Following
protocol and intruder simulations, the acquired knowledge
by the intruder is detailed in the lower left corner of Figure
10 This assessment demonstrates that the intruder’s gained
knowledge at the conclusion of the entire authentication cycle
is insufficient to facilitate attacks like Man-in-the-Middle
(MiTM), Replay attacks, eavesdropping, etc., between the
messages exchanged by authorized parties. Consequently, we
can confidently assert that our proposed scheme exhibits no
identified vulnerabilities or susceptibilities to attacks.
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SPAN 1.6 - Protocol Verification : healthcare.hlpsl

File

%%% GW --> MD :
%%% MD > GW :
%%% GW --> HN :
%%% HN --> GW :
%%% GW --> MD :
%%% MD --> GW :
%%% GW --> HN :

{F1(ID".RND'})}_SK [
{F1(ID".RND")}_GK
SUCL{F1(ID".RND")}_K
R'.F3(F2(R".K))
{F6(GK.Nc).Nc}_inv(UP)
{F4(SSK.Nc)}_GK
F5(K.R")

role role_GW(GW:agent,HN:agent,MD:agent,K,55K,GK:symmetric_key, UP:public_key, F1,F2,F3,F4,F5,F6:hash_func, SND,RCV:channel(dy))

played_by GW
def=
local
State :nat,
RND,SUCI,R,ID,Nc :text
init
State := 0
transition
1. State=0 A RCV(start) =|> State':=1 /\ ID':=new() A RND":=new() A SND({F1({ID.RND)}_SSK)
2. State=1 A RCV({F1(ID'.RND')}_GK) =|> State" A SND(SUCI{F1(ID.RND)}_K)
3. State=2 \ RCV(R'.F3(F2(R' K})) =|> State":=3 A\ Nc':=new() A SND({F6(GK.Nc').Nc'}_inv(UP)) A witness(GW,MD,auth_1,F6(GK.Nc})
4. State=3 \ RCV({F4(SSK.Nc)}_GK) =|> State':=4 A\ SND(F5(K.R) ) A request(GW,MD,auth_2,F4(SSK.Nc))
end role
role role_HN(HN:agent,GW:agent,MD:agent,F1,F2,F3,F5:hash_func, K:symmetric_key, SND,RCV:channel(dy))
played by HN
def=
local
State:nat,
SUCIR,RND, ID:text
init
State:=0
transition
1. State=0 A RCV(SUCI.{F1(ID".RND")}_K) =|> State':=1 A R":=new() A SND(R.F3(F2(R.K)))
2. State=1 /\ RCV(F5(K.R')) =|> State":=2
end role
role role_MD(MD:agent,GW:agent,HN:agent,SSK,GK:symmetric_key,UP:public_key,ID:text, F1,F4,F6:hash_func, SND,RCV:channel(dy))
played_by MD
def=
local
State nat,
RND,Nc :text
init
State := 0
transition

1. State=0 A RCV({F1({ID'.RND')}_SSK) =|> State':=1 )\ SND({F1(ID.RND)}_GK)

2. State=1 N\ RCV({F6(GK.Nc').Nc'}_inv(UP)) =|> State':=2 A\ SND({F4{SSK.NC)}_GK) A request{MD,GW,auth_1,F6(GK.Nc)) A witness(M

D,GW,auth_2,F4(SSK.Nc))
end role
role session(MD:agent,GW:agent,HN:agent,55K, GK, K:symmetric_key,UP:public_key, F1,F2,F3,F4,F5,F6:hash_func,ID:text)
def=
local
SND3,RCV3,5ND2,RCV2,5ND1,RCV1:channel(dy)
compoasition
role_MD(MD,GW,HN,55K,GK UP,ID,F1,F4,F6,SND1,RCV1) A
role_GW(GW,HN,MD,K,55K,GK,UP,F1,F2,F3,F4,F5,F6,5ND2,RCV2) A
role_HN(HN,GW,MD,F1,F2,F3,F5,K,5ND3,RCV3)
end role

role environment()

S p—

def=
const
gk,ssk,k:symmetric_key,
up: public_key,
md,gw,hn:agent,
id:text,
1,f2,f3,f4,fs,f6:hash_func,
auth_1,auth_2:protocol_id
intruder_knowledge = {md,gw,hn,f1,f2,f3,f4,f5,f6}
composition
session(md,gw,hn,ssk,gk.k,up.f1,f2,f3,f4,f5,f6,id)
end role
goal
authentication_on auth_1
authentication_on auth_2
end goal
environment()
Savefile | ViewCAS+ | ViewHipsL | Protocol Iy Klincl
simulation simulation simulation
Tools Options
HLPSL [ Session Compilation

HLPSL2IF Choose Tool option and| Defth :

press execute

——

IF Execute Path :
OFMC ~ ATSE | SATMC | TA4sP
)| | = [rerminal] [ = sPan'1.6 - Protocol Ver... [+ =

B e G B a6 Friht e

FIGURE 7: Program written for formal verification using AVISPA
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FIGURE 8: Results obtained using AVISPA

V. PERFORMANCE ANALYSIS

Within this section, we first analyze the performance of our
scheme, specifically focusing on aspects like computational
overhead and communication overhead, and then compare
our scheme with other authentication schemes present in the
existing literature.

A. COMPUTATIONAL OVERHEAD

To determine the computational overhead, we measured the
duration of key cryptographic operations employed within
the protocols. These operations were executed on both an
Arduino Uno Rev3 microcontroller board and a computer
system featuring an Intel(R) Pentium(R) 1.90 GHz Processor,
6.00 GB RAM, and a 1TB HDD for terminal and network
components, respectively. The resulting execution times, de-
rived from our analysis, are detailed in Table 4.

To simplify the calculation process, we assume that there
are 20 IoT devices in a group (denoted as n). In the proposed
protocol, the terminal side employs two hash functions, one
elliptic curve decryption algorithm, two symmetric encryp-
tions, and one symmetric decryption. As a result, we can
calculate the total computational overhead of the proposed
scheme at the terminal side as follows.

Tror = 25 T+ Toce + 2% Tyeon + Toe.de = 1144.36ms. (29)

In the proposed protocol, the network side employs (6+n)
hash functions, one random number generation function, one
elliptic curve decryption algorithm, and n-1 XOR operations.
As aresult, we can calculate the total computational overhead
of the proposed scheme at the network side as follows.

Ther = (64+n)*T+T,+Toe go+(n—1)*T, = 10.34ms. (30)

VOLUME 11, 2023

We have also included a table (Table 5) that presents a com-
parison between the overall computational requirements of
our proposed protocol and several existing protocols. How-
ever, most of the schemes consider the authentication of
patients with the medical server. Additionally, no communi-
cation medium is also mentioned in the papers. Therefore, to
compare the schemes with our proposed scheme in terms of
computational overhead, we have considered the communi-
cation medium as 5G mobile network. Therefore, it can be
considered that with the existing operations the operations
present in the mechanism for 5G-AKA also included for
overall computational cost.

B. COMMUNICATION OVERHEAD

In this section, we assess the communication overhead of
the proposed scheme by measuring its impact on bandwidth
consumption. This is determined based on the size of the
messages exchanged during the authentication process [29].
To calculate the bandwidth consumption value, we make
assumptions regarding the lengths of certain parameters used
in the protocol, as given below in Table 6. To facilitate a
meaningful comparison between our proposed protocol and
different protocols, we have chosen to evaluate the authenti-
cation process for ten medical devices simultaneously. When
it comes to individually authenticating medical devices, cal-
culating the communication overhead for authenticating ten
devices requires the complete protocol to be executed ten
times. Consequently, the total communication overhead is ten
times that of a single-device authentication round. In contrast,
group-based authentication simplifies the process by requir-
ing the repetition of only a few specific steps ten times. We
provide a comprehensive comparison of the communication

13
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TABLE 4: Timing analysis of key cryptographic operations.

Cryptographic functions Symbols Time at the Terminal Side | Time at the Network Side (ms)
(ms)

Time for a random number generation T, 0.26 0.46

Time for a hash function Ty 12.72 0.18

Time for a bio-hash function Ty 0.398 0.006

Time for a XOR operation T, negligible negligible

Time for a point multiplication T 1067.24 2.00

Time for a scaler multiplication Tsm 0.44 4.45

Time for a modular exponentiation Tue 63,486 898.38

Time for a symmetric encryption Tsc.en 2.21 1.00

Time for a symmetric decryption Te.dc 1.89 3.02

Time for a pairing operation T, negligible negligible

Time for Deffie-Hellman shared key gen- | Tpy 1098 2.00

eration

Time for elliptic curve encryption Tec.en Tpg + T + Tsc.en=1112.93 Tpy + Th + Tye.en=3.18

Time for an elliptic curve decryption Toc.de Tpuy + Ty + Tye.qe=1112.61 Tpu + Ty + Tse.qe=5.2

TABLE 5: Comparison of computational overhead.

Proposals Computational Overhead (ms)

At the Terminal Side At the Network Side
Lietal. [27] 8T, ~ 101.76 7Ty + 1 Tye ~ 899.64
Xiang et al. [28] 9T}, + 5Tsy ~ 116.68 ATy + 2Tsy ~ 9.62
Wu et al. [10] 6T, ~7632 117, ~ 1.98
Renuka et al. [16] | 97}, + 2Ty + 3Tye ~ 190573.276 | 4T}, + 4Tye ~ 3594.24
Proposed Scheme | 1144.36 10.34

TABLE 6: Lengths of certain parameters used in the propos-
als.

Parameters Length (bits)
Keyed hash 256
Authentication request/ response 8

Timestamp and Random numbers 32

Cipher generated by symmetric encryption | 128

Signed message 256

SUCI 256
Certificate 1024

overheads associated with our proposed protocol and several
other existing protocols in Table 7.

1) Discussion
Figure 11(a) depicts a comparison of different protocols in
terms of computational overhead at the terminal side. From
the figure, it may be concluded that our proposed protocol
requires less computational overhead at the terminal side
compared to the schemes in references [27], [28], and [10].
Additionally, as shown in the table 5, Renuka et al.’s pro-
tocol [16] demands a very high computational overhead for
resource-constrained medical devices, which is not feasible
in a healthcare environment.

Figure 11(b) displays a graph of computational overhead
at the network side in relation to the increase in the number

TABLE 7: Comparison of communication overhead.

Proposals Communication Overhead (bits)
5G-AKA 2672
Xiang et al. 4272
Liet al. 3696
Proposed Scheme | 3856

VOLUME 11, 2023

of terminals/medical devices. It is evident that as the num-
ber of terminals participating in the authentication process
increases, computational overhead also increases. However,
this increase is much less pronounced when compared to
other existing schemes, such as [28] and [10]. Therefore, it
can be concluded that the proposed protocol yields superior
results compared to other schemes.

Figure 11(c) provides a comparison of various protocols
in terms of communication overhead, specifically for single-
device authentication. Nevertheless, it is worth noting that
a healthcare environment typically features hundreds of de-
vices, many of which need to be authenticated simultaneously
to achieve efficiency.

Figure 11(d) presents a comparison of communication
overhead with respect to the increase in the number of ter-
minals. Xiang et al.’s scheme requires more communication
overhead compared to our proposed protocol. Some propos-
als, such as 5G-AKA and Li et al.’s scheme, demand less com-
munication overhead than our proposed protocol. However,
as the number of terminals increases, our scheme gives better
result, as shown in Figure 11(d).

VI. CONCLUSION

This paper presents a novel authentication protocol for e-
healthcare systems using 5G mobile network to enhance
the security and efficiency of authenticating eSIM-enabled
medical devices. This system carries particular significance
in addressing critical challenges, notably within the realm of
ambulance care, where devices and sensors affixed to patients
are constantly on the move. Recognizing the resource limita-
tions of medical devices, we have implemented lightweight
cryptographic functions that efficiently reduce both compu-
tational and communication overheads. Furthermore, we’ve
adopted a group authentication approach, ensuring improved
results without compromising the integrity of sensitive data.
These contributions collectively provide a robust foundation
for e-healthcare environments. The formal and informal se-
curity assessments clearly demonstrate the robustness of the
proposed scheme against a range of common security threats.
Additionally, the performance analysis underscores the effi-
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FIGURE 11: (a) Comparison of schemes in terms of computational overhead in the terminal side, (b) Computational overhead
at the network side vis-a-vis number of terminals, (c)Comparison of schemes in terms of communication overhead, (d)

Communication overhead vis-a-vis number of terminals.

ciency of the scheme. The whole paper may be summarized
as follows.

1) A registration and authentication scheme for the
eSIM-enabled medical devices employed within the e-
healthcare framework using the 5G mobile network is
proposed.

The registration and credential provisioning to the med-
ical devices are done remotely to eliminate the need
for physical presence of every newly added device to
home network for registration. This process is performed
with the 5G cellular network through a registered USIM-
enabled gateway (GW).

The authentication of the devices are done in groups
based on a group secret key generated during the group
secret generation phase to reduce the computational and
communication overhead. After successful authentica-
tion of the devices present in the group, the patients’ sen-
sitive health-related data and information are transmitted
to a remote server securely using a SG mobile network.
If some sensors do not participate in the authentication
process, then a deregistration process is initiated by
the corresponding GW to discard the device from the

2)

3)

network system.

Considering the resource constraints of the medical
sensors, the proposed scheme uses lightweight cryp-
tographic functions like Elliptic Curve Cryptography
(ECC), one-way hash function, and XOR operation.
Formal and informal security analysis of the proposed
scheme is performed to to show that the proposed proto-
col is secure. For formal verification BAN logic and an
automated tool AVISPA are used.

The performance analysis of the proposed scheme shows
that the scheme requires less computational and commu-
nication overhead compared to the schemes present in
the literature.

4)

5)

6)
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